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Abstract:

This thesis focuses on the Markets in Crypto-Assets Regulation (MiCA) from the perspective of mar-
ket abuse and crypto-assets market participants. More specifically, this thesis examines the ways in
which the crypto-assets market participants are regulated to to support innovation and promote greater
use of crypto-assets and DLTs, as well as to ensure adequate consumer and investor protection and
market integrity. The market participants are examined from the perspective of the market abuse
provisions in MiCA. Another important objective of this thesis is to highlight the gaps and shortcom-
ings in the market abuse provisions of MiCA.

The legal doctrinal method is applied to highlight how MiCA has achieved its objective of preventing
market abuse and to identify any shortcomings or concerns in the legislation as it stands. MiCA seeks
to prevent market abuse by regulating market access, activities of market participants, such as issuers
of crypto-assets and crypto-asset service providers (CASPs), and by defining what constitutes abuse
in the crypto-assets market. The market abuse provisions of MiCA are largely based on the Market
Abuse Regulation (MAR), which was developed for traditional financial markets.

The findings demonstrate that the crypto-assets market has unique characteristics compared to tradi-
tional financial markets, such as 24-hour trading and global nature. Furthermore, the findings indicate
that both market participants and abuse that occurs in the crypto-assets market have specific charac-
teristics that require a deeper understanding of the market to regulate. Applying the insufficient rules
mainly developed for traditional financial markets without modifications, combined with a lack of a
truly crypto-assets market-specific regulatory framework, can ultimately lead to a decline in market
integrity. This thesis concludes that MiCA as such is not sufficient for preventing and detecting abuse
in the market, but rather a useful springboard a future regulation on crypto-assets.
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1 Introduction

1.1 Background - Crypto-Assets Transforming the Financial Land-

scape

In the global digital financial markets, the introduction of new forms of currency - so-
called 'crypto-assets' - has fundamentally changed the way we understand the nature of
money. Crypto-assets are purely digital assets whose balances are recorded in a ledger
analogous to a bank account system with the main difference being that the ledger is
operated by decentralized publicly available network.! In recent years, crypto-assets have
become increasingly mainstream. Reasons for the rise of crypto include the advantages
of using such assets over fiat money?, such as enhanced security, adaptability, decentral-
ization, faster transaction speed and lower costs. Traditional financial transfers, which
once required days and potentially numerous intermediaries to complete, can now be
completed and finalized instantly at virtually no cost. Bitcoin, the first decentralized cryp-
tocurrency released in 2009, has led the rise of crypto-assets.® The success of Bitcoin has
also paved the way for other crypto-assets, allowing thousands of new coins and tokens
to enter the market while sparking debate on the role of central banks and the future of
global trade. The crypto-assets market has rapidly expanded over the past years reflecting
the increasing public acceptance of digital assets and the growing recognition among in-
vestors and institutional players. The increasing importance of regulating the crypto sec-

tor continues to rise as digital assets evolve deeper into mainstream and global use.

The European Union (EU) was at the forefront in setting technical standards and broader
guidelines for the regulation of crypto-assets market. In September 2020, the European
Commission (Commission) released its Digital Finance Strategy (DFS) “, with the aim of

unleashing European innovation and creating opportunities to develop better financial

! Srokosz - Lenio - Sobiecki 2025, p. 48.

2 Most coin and paper currencies used throughout the world are fiat money. This includes the U.S. dollar,
the British pound and the euro. Fiat money, a government-issued currency is an object that is not backed
by any commodity, has no intrinsic value and is not convertible into anything. Such currencies have value
only as a result of voluntary collective consensus on the value of the currency as a medium of exchange.
See, Goldberg 2005, p. 957. The EU has also defined the concept of fiat currency in a similar way in point
4(b)(10) of Annex I of Directive 2023/2226/EU on administrative cooperation in direct taxation (DACS).
3 Pinkerton 2025.

4 European Commission 2020.



products. In the package, the Commission unveiled a proposal for a legislative framework
on crypto-assets. In under three years of time, the European Parliament (Parliament) ap-
proved the act, and the Regulation on Markets in Crypto-Assets (EU) 2023/1114, called
both 'MiCA' and '"MiCAR' for short, entered into force in June 2023. In this thesis, the
terms MiCA or the Regulation are used to refer to the EU legislation on markets in crypto-
assets. The initial deadline for full entry into application of MiCA was 30 December 2024,
but in reality, the implementation is scheduled to take place in stages, with the transition
ending by 1 July 2026. MiCA provided the necessary legal definitions for a number of
terms used in the crypto sector that had not been defined in existing legislation. The Reg-
ulation defined, for example, the concept of a crypto-asset. According to Article 3(1)(8)
of MiCA, crypto-asset is a digital representation of a value or of a right that is able to be
transferred or stored electronically using distributed ledger technology like blockchains
or other similar technology. The objective of MiCA was to control financial risk and har-
monize the crypto sector in the EU, while also ensuring innovation and competition,® by
regulating the characteristics and use of certain crypto-assets, as well as the operation of

the market and its participants.

As the crypto-assets market matures and expands, so does the potential for misuse, crim-
inal activity and related risks. The development of MiCA was strongly motivated by the
objective to provide a comprehensive regulatory framework to control and eradicate mar-
ket abuse and financial crime.® The nature of the crypto-assets market as a completely
new and unique domain gives rise to both traditional and previously unseen industry-
specific risks and challenges. The decentralized character of crypto-assets, the high vola-
tility and lack of trust in the market, as well as the opportunities for money laundering
and crime created by the novel technologies, provide fertile ground for manipulation and
abuse. As a result, MiCA introduced a legal framework for crypto-assets market abuse
based on the corresponding provisions of the Market Abuse Regulation 2014/596/EU
(MAR), which addresses market abuse in traditional financial markets. Abuse regulated
by MiCA and MAR share many common features, as will be demonstrated in this thesis,
as traditional financial markets and crypto-assets market are rapidly becoming more and
more integrated. To address market abuse and ensure investor protection in the crypto-

assets market, MiCA seeks to define the scope of abuse and to closely regulate market

3 Recital 6 MiCA Regulation.
6 Recital 4 MiCA Regulation.



access, the activities and obligations of market participants, as well as the prevention and
detection of market abuse. By setting guidelines that simultaneously protect the market
and its participants, but also support innovation, the much-needed comprehensive Euro-
pean regulation on crypto-assets could improve the ability of the market to expand, but
also increase the credibility of the sector in the eyes of individuals, large institutions and

even governments.

1.2 Scope, Objective and Research Questions

For as long as crypto-assets have existed, their unregulated market has been a playground
for scammers and schemers seeking to exploit the market to defraud funds from the un-
initiated. The most famous scams in the market date back to at least 2014, when Mt. Gox
crypto exchange platform filed for bankruptcy after losing USD 480 million worth of
Bitcoins to hackers.” Crime and abuse in the crypto-assets market has been particularly
easy to perpetrate due to the lack of comprehensive regulation, but also because the mar-
ket allows for pseudo-anonymity and easy access for novice users. These features reflect
the nature of the distributed ledger technologies (DLTs) that underlie the crypto-assets
market, the characteristics and operation of which will be discussed in more detail later
in this thesis. The novelty of the technologies used in the crypto-assets market also con-
tributes to the possibility for criminals and fraudsters to exploit gaps in the systems, as
was the case with Mt. Gox. Silk Road, the first online black market, is also a familiar case
for many who have followed the early days of crypto-assets and related crime. Silk Road
was discovered and operated by Ross Ulbricht between 2011 and 2013, during which
time a wider online market for illegal goods and services was also created.® With regard
to crypto-assets, the case is significant, as Bitcoin was chosen as a primary means of
payment in the market due to its poor traceability and easy availability, which also con-
tributed to the rise in value and recognition of the asset. Silk Road and the global coverage
of the case is one of the reasons why many people still associate crypto-assets solely with

crime to this day.

MiCA addresses market abuse by regulating market access and activities of market par-

ticipants as well as by setting limits on what constitutes market abuse. For the purpose of

" Dougherty - Huang 2014.
§ Adler 2018.



this thesis, it is appropriate to combine the examination of the regulation of market par-
ticipants and market abuse in MiCA, given the close link between the two. The objective
of this thesis is to explore the ways in which MiCA seeks to regulate the prevention and
detection of market abuse, while also taking into account the unique nature of the crypto-
assets market. At the same time, the intention is to identify any shortcomings or concerns

with the Regulation in its current form in relation to market abuse.
To achieve the objective of this thesis, the following two research questions are set:

1. How does the regulation of market participants in MiCA reflect its regulatory
objective of preventing market abuse?

2. Is the existing MiCA regulatory framework for market abuse sufficient, when
considering the specific characteristics of the crypto-assets market and abusive

practices that occur in the sector?

While market abuse is not uncommon in modern crypto-assets market, there have so far
been no such cases in the EU where MiCA would have become applicable. The most
recent significant cases involving crypto-assets market abuse have been pursued in the
United States (U.S.)? This is due to the fact that existing legislation in the U.S. has been
extended to cover most cryptocurrencies, although no comprehensive legislation specific
to the crypto-assets market yet exists.!? The author understands that the lack of European
case law may make it more difficult to conduct research of this nature, but notes that due
to the global nature of the crypto-assets market, the abusive practices are consistent across
the world. As a result, it is possible to carry out the research by assessing, for example,
cases pursued in the U.S. from the perspective of MiCA. Such a perspective is also pos-
sible as a result of the fact that this thesis aims to point out gaps and shortcomings in the
content of MiCA in relation to the regulation of market abuse, rather than to assess the

application of its provisions in different situations.

The secondary purpose of this thesis is to give the reader a comprehensible overview of
the crypto-assets market. The novelty of the market, and the related technologies and

regulation adds to the fascination of the topic, but also creates challenges for a focused

% For case examples, see U.S. Department of Justice (DOJ) 2024a and U.S. Department of Justice (DOJ)
2025.

10 However, the U.S. House of Representatives passed a major crypto legislation, the Financial Innovation
and Technology for the 21st Century Act (FIT21), in 2024, to close gaps and tackle the shortcomings of
current legislation. FIT21 has not yet been enforced. For more information, see Fit21 Act.
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treatment of the subject. In order to approach the research questions, some general fun-
damentals of the crypto-assets market need to be introduced. These elements, such as
Decentralized Finance (DeFi), DLTs and related technologies, will be covered in the fol-
lowing sections as clearly and concisely as possible and in a way that gives the reader a
general idea of how the crypto-assets market works before focusing on its regulation.
Understanding the underlying technology of the crypto-assets market is important for the
topic of this thesis, as in many cases of abuse occurring in digital markets, it is the tech-
nology and its characteristics that play a major role. However, in order to narrow the
scope, some aspects of the crypto-assets market have also been excluded from the scope
of the assessment. Such issues include, for example, further examination of possible pur-
poses or ways of use of the crypto-assets, such as crypto-assets as a means of payment,
and criminal activity, such as money laundering and terrorist financing, which may have

links to the crypto sector.

1.3 Structure and Methodology

Historically, legal doctrine has been the dominant method of legal research within civil
law jurisdictions.!! Doctrinal research is based mainly on legal doctrine which refers to
the interpretation of legal text or a series of facts based on legal principles.'? Legal doc-
trinal method examines what constitutes existing legislation and the significance of the
material found in different legal sources, such as law, legislative documents and judicial
decisions.!? In addition to the existing legislation, the legal doctrinal method weighs and
harmonizes legal principles, which also always requires interpretation of legal norms.!*
This thesis will approach the research questions outlined above using the legal doctrinal
method. The legal doctrinal method is applied to analyze how MiCA has achieved its
objective of preventing market abuse and to identify any shortcomings or concerns in the
legislation as it stands. In this context, to support a comprehensive coverage of the topic,
other EU legal instruments covering crypto-assets will also be discussed where appropri-
ate. Alongside legislation, this thesis discusses a number of reports and guidelines issued
to complement MiCA by EU institutions, such as the European Securities and Markets

Authority (ESMA) and the European Banking Authority (EBA). Other sources used are

' Da Silva Filho 2025, p. Abstract.
12 Uzoma Thugba 2020, p. 6.

13 Hirvonen 2011, p. 23.

14 Ibid, p. 24.



mainly literature and various articles, as well as some news reports and publications by

the U.S. government agencies in relation to cases of market abuse.

This thesis is divided in such a way that the reader is first given a general overview of the
structure of the crypto-assets market and its underlying technologies in the following sec-
tions of Chapter 1. This is followed in Chapter 2 by a presentation of MiCA and its ori-
gins. The introduction of the origins of MiCA begins from the creation of the crypto-
assets market and leads to the presentation of the legislative process. Subsequently, the
scope of MiCA is addressed. In this context, the different crypto-assets and market par-
ticipants that fall under the scope of MiCA will be presented together with the geograph-
ical scope of the Regulation. Chapters 3 and 4 cover the operation of market participants,
separating the examination on requirements and obligations imposed on issuers, offerors
and persons seeking admission to trading of crypto-assets and crypto-asset service pro-
viders. The penultimate chapter introduces the market abuse provisions of MiCA by dis-
tinguishing between misuse of inside information, insider dealing and market manipula-
tion. For each type of abuse covered by MiCA, not only the legislation and its shortcom-
ings, but also the related behavior in the crypto-assets market is examined. Chapter 5 also
highlights the specific characteristics of abuse occurring in the crypto-assets market. In
the final chapter, Chapter 6, a summary of the key findings of this thesis is presented,

which are then used to answer the research questions set out in Chapter 1.2.

1.4 Understanding Distributed Ledger Technology and Blockchains

Distributed ledger is defined in Article 3(2) of MiCA as a repository of information that
keeps records of transactions and that is shared and synchronized among a set of DLT
network nodes using a consensus mechanism. In distributed ledgers, a transaction is not
validated by a central authority, such as banks in traditional financial transactions, but by
other network users, also called 'nodes', without any specific entity having to control the
process. Article 3(4) of MiCA defines node as a device or process that is a part of a net-
work and that holds a complete or partial replica of records of all transactions on a dis-
tributed ledger. More clearly, nodes can be described as a distributed ledger moderator
system that maintains and builds the network infrastructure. DLTs, on the other hand, are
the technologies that allow for the operation and use of distributed ledgers and as noted,
the technologies behind crypto-assets. DLTs are described as a set of technological solu-

tions that enables a single, sequenced, standardized and cryptographically-secured record



of activity, to be safely distributed to, and acted upon by, a network of varied partici-
pants.'> These technologies operate on decentralized and distributed ledgers which can
be used for a range of purposes, including the creation and exchange of value of, for
example, financial products and services, and for recording and verifying transactions. '®
Distributed ledgers are not a new concept in technology. DLTs have been used for dec-
ades in industries where the need for collecting and using data is vital. However, since
the launch of crypto-assets, the development and use of these systems has grown consid-

erably even in industries such as healthcare or finance.!’

MiCA does not directly impose any obligations on the characteristics and operation of
DLTs and blockchains.!® However, at the same time as the need to regulate crypto-assets
market in Europe arose, so did the need to regulate DLTs. Hence, the EU initiated a pilot
regime explicitly including DLTs in its proposed DFS alongside MiCA and the Digital
Operational Resilience Act (EU) 2022/2554 (DORA) in 2020. On 23 March 2023, a Reg-
ulation on a Pilot Regime for Market Infrastructures Based on DLTs (EU) 2022/858 be-
came applicable, which pointed out that the existing EU financial services legislation was
not designed with DLTs and crypto-assets in mind.!” The aim of the Pilot Regime is to
allow for development of crypto-assets that qualify as financial instruments and for the
development of DLTs, while at the same time preserving high level of investor protection,
market integrity, financial stability and transparency, and avoiding regulatory arbitrage
and loopholes.?’ These factors were taken into account by addressing types and defini-
tions of market infrastructures, scope of financial instruments under the regime, obliga-
tions imposed on different market infrastructures and cooperation between ESMA and
DLT market infrastructures.?! Such a regime was established to allow regulators and tar-
get groups to evaluate the functioning of the new rules over a fixed timeframe. The Pilot

Regime is still ongoing, so its effectiveness remains to be seen.

Blockchain on the other hand is a type of DLT where records are collated into 'blocks'

and linked using a cryptographic signature.?? Cryptography refers to the study of secure
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designs required to protect sensitive communication.?? In blockchains, each block is a
collection of individual transactions, which are verified and added to the chain as a unit,
hence the term Blockchain.?* Blockchains are perhaps the best known and most widely
used amongst all DLTs. When it comes to crypto-assets, blockchain is the system that
allows the peer-to-peer (P2P) transfer of money without intermediaries. One major posi-
tive argument in favor of crypto is the role of blockchains as a base of crypto-assets in
particular. Blockchains are digital platforms that use cryptographic methods to store in-
formation, which cannot be falsified or reversed, and where the entire history of the trans-
actions among the users of the network is recorded, validated, stored and publicly avail-
able for everyone.? This allows for the transfer of funds in a reliable and transparent way.
The blockchain of Bitcoin, for example, holds a record, available for anyone to see, of all
Bitcoin transactions since its launch in 2009. The pioneering technology of blockchains
also increases the speed of transfers and reduces the costs by eliminating the need for
human intervention. However, blockchains too have their weaknesses, such as the un-
stoppable nature of a distributed network running on multiple servers as well as the envi-
ronmental impacts of high energy consumption. Also, in terms of market abuse and crime,
the nature of blockchains allows, for example, easy access and anonymity, and thus poor

traceability of transactions as was proven in the Silk Road case.

Consensus mechanisms are a critical component of blockchains, alongside cryptography
and DLTs. Consensus mechanisms are mathematical algorithms that allow thousands of
nodes scattered around the world to reach a decentralized consensus on blockchain trans-
actions and block creation.’® Consensus mechanisms also include an incentive mecha-
nism to promote the effective operation of the blockchain system. While the number of
different consensus mechanisms is wide, to limit the scope of the coverage, two of the
most commonly used protocols in public blockchains are presented below. The best-
known consensus mechanism in the world is no doubt the Proof-of-Work (PoW) devel-
oped by Satoshi Nakamoto and used, for example in Bitcoin blockchain. PoW involves

nodes solving complicated asymmetrical mathematical puzzles to produce new blocks in

23 Cryptographic study focuses on the means and methods of data conversation in secure forms with the
aim of protecting access to the data, preventing its modification, guaranteeing its authenticity and ensuring
that it cannot be repudiated by the generator. See, Padhye - Sahu - Saraswat 2018, p. 2.

24 Baker - Werbach 2024, p. 218.

25 Daskalakis - Georgitseas 2020, p. 9-10.

26 Wang et. al. 2020, p. 1.



a process known as 'mining'.?’ These nodes involved in transaction validation, also known
as miners, compete to solve these mathematical puzzles, as the first to succeed is rewarded
with compensation in the form of transaction processing fees. Generally speaking, any
person can set up their computer to mine, for example, Bitcoin, and thus also act as a node
in the network. Proof-of-Stake (PoS) is another consensus mechanism, where an algo-
rithm randomly selects 'validators' for block creation based on the amount of the crypto-
asset the holders contribute to a stake.?® Crypto staking refers to the process of immobi-
lizing crypto-assets to support the operation of the PoS mechanism or other similar con-
sensus mechanisms in exchange for the granting of validator privileges that can generate
block rewards.?” PoS is used in networks such as Ethereum. Validators are incentivized
by rewarding them with crypto-assets, usually with the same one deposited for staking,
for successful transaction validation. Any person who has ownership of such crypto-asset
and stakes it is likely to act as a validator on the blockchain. Crypto-assets based on PoS
mechanisms can be placed in staking by average users on most crypto exchange plat-

forms.

1.5 General Terminology and Composition of the Crypto-Assets Mar-
ket

Besides DLTs, the structure of the crypto-assets market and its various components must
also be introduced before moving on to the topic of the research questions. However,
before going into the composition of the market, it is important to distinguish between a
few related terms that are often used interchangeably in the context of crypto, such as
terms of digital assets and crypto-assets. Digital asset is an umbrella term that covers all
assets that exist in a digital format and can be stored, transferred and controlled electron-
ically. Such definition covers, for example digital music and art or even virtual real estate.
Cryptocurrencies, which also fall under both categories of digital and crypto-assets, refer
to private virtual currencies that use cryptographic encryption algorithms, meaning not
all crypto-assets are cryptocurrencies.’® The concept of cryptocurrency must also be dis-
tinguished from that of a public digital currency which is often used in the same context.

The very term digital currency is used more to refer to a fiat currency such as euro or the

27 Bains 2022, p. 8.
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US dollar issued by central banks and that is converted into electronic form, rather than
cryptocurrencies. However, there is also a specific term for such a currency, a central
bank digital currency (CBDC).?! A difference must also be drawn between cryptocur-
rency coins and tokens, as they have different functions, but the terms are often used
interchangeably in the crypto sector. Coins, such as Bitcoin, are primarily used as a means
of payment and operate on their own independent network, whereas tokens are based on

existing coin networks and can serve multiple different purposes.>?

The introduction to the structure of the crypto-assets market can be divided in several of
ways. However, for the purpose of this thesis, the overview is appropriate to divide into
three main components: crypto-assets, decentralized finance (DeFi) and crypto-asset ser-
vice providers (CASPs). The overview begins with a closer look at crypto-assets, which
are understandably the most important component of the market. Crypto-assets have a
myriad of uses, such as a store of value, a medium of exchange, an indicator of ownership
and identity, and a way of tokenizing various real-life tangible objects. Crypto-assets have
also been linked to traditional financial market, as different stocks and funds deriving
value from the crypto-assets are on the rise. In the case of Bitcoin, for example, the first
wave of U.S. Bitcoin ETFs attracted USD 65 billion in 2024, raising the value of the coin
from USD 43,000 to over USD 100,000.%

Given the wide range of use cases for crypto-assets, projects have taken varying ap-
proaches early on to develop the technologies and underlying blockchains in different
directions. The blockchains on which Bitcoin and Ether (Ethereum), for example, are
based on were intended to be decentralized, whereas other crypto-assets designed for
completely different purposes might reside in blockchains where the majority control of
nodes is inherently in the hands of one or more interconnected entities.>* Thus, not all
blockchains and crypto-assets are equally decentralized, nor are they intended to be.
Whether the purpose of the project is to create tokens or coins is also relevant, as the
creation of a coin requires the creation of an entire blockchain, while the creation of to-
kens is relatively easy. In addition to creating a token or coin, crypto-assets can typically

be acquired by participating in the mining or validation of transactions as discussed be-

3LEDPS 2023, p. 2.

32 Wu - Wheatley - Sornette 2018, p. 2.
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fore, receiving them directly from another holder, investing directly in initial coin offer-
ings (ICOs) or purchasing through a crypto exchange.*> ICOs will be discussed further

later in the thesis.

Crypto-assets can be categorized into stablecoins and crypto-assets that are not tied to
any intrinsically valuable asset. Stablecoins were created to solve the extreme volatility
and lack of trust in the crypto-assets market by tying the value of crypto-assets to more
stable real-world assets, such as gold, fiat currencies or oil. Such crypto-assets are needed
for enabling transition from traditional applications of assets to those that take place on
blockchains, as decentralized finance cannot support fiat currencies that are not available
on-chain.>® On-chain refers to transactions initiated, recorded and validated within the
specific blockchain, whereas 'off-chain' transactions would refer to transactions taking
place outside of the primary blockchain network.?” An example of an off-chain transac-
tion is, for example in relation to executing an off-chain Bitcoin transaction, carrying out
a completely decentralized P2P transaction using an alternative blockchain to Bitcoin,
such as the Lightning Network>®. When transactions are made off-chain, the blockchain
information regarding the ownership of the crypto-assets in question is not updated.*® The
term off-chain may also be used to refer to all data that is not stored in the blockchain.
The nature of stablecoins makes them essential to crypto-assets market. The value of out-
standing stablecoins has grown over the last four years from total circulation of USD 4
billion in 2020 to more than USD 200 billion in early 2025.4° Crypto-assets backed by
more traditional investments increase confidence in price stability and thus the market,

allowing larger adoption and reducing the perception of speculative nature of crypto.

Although the term stablecoin is not once used in the Articles of MiCA, crypto-assets
which are by nature falling into the category of stablecoins are divided into two types in
its legal provisions: asset-referenced tokens (ARTs) and electronic money tokens or e-
money tokens (EMTs). The term stablecoin is mentioned only once in MiCA in its recit-
als, referring specifically to algorithmic stablecoins that aim to maintain stable value

against official currencies or other assets through protocols that allow for the supply of

35 Alexander - Cumming 2020, p. 208.

36 Then - Hill - Anderson 2025, p. 1.

37 Thakkar - Sabale - Waghmare 2024, p. 40-41.

38 The Lightning Network was built on the blockchain of Bitcoin to ease the transaction burden on the
Bitcoin Network. For more information, see, Lightning Network 2016.
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such assets to increase or decrease in response to changes in demand, rather than against
a reserve of assets.*! Algorithmic stablecoins fall under the regulation of either ARTSs or
EMTs, depending on their characteristics, regardless of the mechanism used to stabilize
the value. On the other hand, algorithmic crypto-assets whose value is not stabilized in
the same way as stablecoins, are regulated under the third unspecified category of crypto-
assets. The division of stablecoins, definitions of ARTs and EMTs and the general scope
of MiCA in relation to different crypto-assets will be discussed in Chapter 2.2.1 of this
thesis. In addition to algorithmic stablecoins, the category of stablecoins can be divided
into two main types based on how they work: collateralized and crypto-collateralized.*?
Collateralized stablecoins are linked to assets with strong intrinsic value like fiat curren-
cies, precious metals or commodities, while crypto-collateralized stablecoins are backed
by other crypto-assets. For clarity, the term stablecoin will be used in the remainder of

this thesis to refer to all ARTs, EMTs and algorithmic stablecoins covered by MiCA.

As for crypto-assets whose value is not tied to a more stable asset, several exist, including
cryptocurrencies, crypto-related funds, such as mutual funds, exchange-traded funds
(ETFs), and a variety of tokens. Cryptocurrencies are virtual currencies, available as both
coins and tokens, that use cryptography to operate in a distributed, decentralized and se-
cure environment.** Cryptocurrencies are the best-known type of crypto-assets, the most
famous one being Bitcoin. Cryptocurrencies have no intrinsic value, instead their value
is mainly based on supply and demand in the market. As the name of cryptocurrencies
implies, they are treated as currencies, for example, as a store of value or as a medium of
exchange. The category of tokens, on the other hand, includes utility tokens, security to-
kens, non-fungible tokens and a number of others used for various purposes beyond cur-
rency. Utility tokens, such as Ether (Ethereum) and XRP (Ripple) may be also used as a
means of payment, although their main purpose is to grant access to a community-based
ecosystem by giving the holders a consumptive right on a product or service.** In turn,
security tokens are digital representations of an investment product, recorded on a dis-
tributed ledger.*’ Security tokens may represent investment products or fractions of them
such as companies or real estate which are held for investment purposes. Finally, non-

fungible tokens (NFTs) represent ownership of a unique and individualized digital asset,

41 Recital 41 MiCA Regulation.
42 McDonald 2021, p. 49.
43 Daskalakis - Georgitseas 2020, p. 24.
44 Lambert - Liebau - Roosenboom 2021, p. 7.
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which is therefore not fungible and whose transfer is subject to the legal regime of specific
obligations by means of a certificate to the token holder as the owner.*® Such tokens can
also be used to prove the identity of the token holder, to tokenize the transfer of ownership
with traceability of the transaction, and to prove the ownership of virtual objects in video
games and online platforms, such as tokenized avatars, virtual land, or in-game digital

assets.*’

The second component of the crypto-assets market, decentralized finance or DeFi, is a
new financial paradigm that leverages DLTs to offer services common in traditional fi-
nancial markets such as lending, investing, or exchange of crypto-assets without having
to rely on a traditional centralized intermediary.*® DeFi is a very broad concept that refers
to the whole decentralized financial system based on DLTs, which includes, for example,
crypto-assets based on blockchains. DeFi consists of financial protocols - implemented
as smart contracts - running on a network of computers automatically managing financial
transactions.*” Smart contracts are programs that enable the automatization of financial
transactions without intermediaries. The programs contain pre-defined terms that allow
transfers to take place when the specified conditions are met. The Monetary and Eco-
nomic Department of the Bank for International Settlements has defined the term for the
financial protocols used in DeFi. Such DeFi protocols provide one or more financial ser-
vices to economic agents.>® Financial services based on DLTs are composed of advanced
DeFi protocols, which contain multiple smart contracts. DeFi protocols allow more so-
phisticated financial services to be built enabling for example, lending, borrowing and
trading of crypto-assets. Such complex services include, amongst others, crypto trading
platforms. In relation to crypto-asset services, MiCA specifically excludes fully and truly
decentralized models from its scope, which also includes exclusion of such DeFi proto-
cols.’! An example of such a model could be a fully decentralized trading platform run-
ning solely on smart contracts over DLTs, such as a specific blockchain. However, the
conditions for full and complete decentralization are rarely met, which is an issue that is

further discussed in the context of the scope of CASPs.
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The last segment of the crypto-assets market are financial service providers, or when it
comes to the crypto sector, crypro-asset service providers, also known as CASPs. CASPs
are organizations or legal persons that provide, for example, crypto wallets for holding
the assets or exchange and trading services. Article 3(1)(15) of MiCA defines crypto-
asset service provider as a legal person or other undertaking whose occupation or business
is the provision of one or more crypto-asset services to clients on a professional basis,
and that is allowed to provide crypto-asset services in the EU. According to Article
3(1)(16) of MiCA, crypto-asset services include providing custody and administration,
operating a trading platform, exchange of crypto-assets, execution of orders, placing of
crypto-assets, reception and transmission of orders, providing advice or portfolio man-
agement and providing transfer services. Since the entry into force of MiCA, CASPs can-
not operate in the EU without an official authorization or outside strict operational guide-
lines. Through this legislative approach, legislators have sought to prevent market abuse
and ensure a level playing field for all persons wishing to engage in providing crypto-
asset services in the EU. While CASPs are an important structural part of the digital
crypto-assets market when acting, for example, as an operator of a trading platform, they
also act as participants in the market. Other relevant participants in the crypto-assets mar-
ket include issuers, offerors and persons seeking admission to trading of crypto-assets,
miners and validators, and financial institutions. All of these entities will be discussed in

more detail in this thesis.
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2 An Overview of MiCA

2.1 Road to MiCA

2.1.1 Bitcoin and Other Crypto Dinosaurs

When considering how the first comprehensive regulation covering the crypto-assets mar-
ket came about, the review should start with the first cryptocurrency, Bitcoin. Crypto-
assets were initially introduced to the wider public during the 2008 Global Financial Cri-
sis when an anonymous entity known as Satoshi Nakamoto published a paper, "Bitcoin:
The Peer-to-Peer Electronic Cash System". In the document, Satoshi Nakamoto recog-
nized the need for an electronic payment system based on cryptographic proof instead of
trust, allowing any two willing parties to transact directly with each other without the
need for a trusted third party.>? At the same time, Nakamoto introduced the term chain of
blocks, which later turned into the word blockchain. Before Bitcoin, other cryptocurren-
cies had been introduced, but Nakamoto was the first to successfully implement a virtual
currency and the underlying blockchain. Back in the 1990s, cryptographer David Chaum
was the first to attempt to develop a decentralized and cryptographic digital money.
Chaum and his company DigiCash created the first fully electronic money called eCash
in 1993, but the idea eventually ran into too many problems and led to his bankruptcy.>?
However, many elements of his work were later to play a key role in the development of

digital currencies.

The aim of Bitcoin was to allow online payments without the intervention of financial
institutions. In addition to the trust-based model of electronic financial transactions,
Nakamoto saw weaknesses in the global payment system, such as the non-reversible na-
ture and cost of the payments.>* The Bitcoin network launched in 2009, giving the public
access to the decentralized digital currency. For the people, Bitcoin was this "new" form
of money, that could not be monitored by banks or governments. As the first ever cryp-
tocurrency, Bitcoin continues to dominate the landscape to this day, although it did not
take long for alternatives, such as Litecoin (2011), Dogecoin (2013) and XRP (2013) to

enter the market. These so-called 'altcoins', a term used to refer to all alternative crypto-
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currencies other than Bitcoin, are still in circulation at present. The second largest cryp-
tocurrency today, Ether and its blockchain Ethereum were launched in 2015. Since the
birth of Bitcoin, the number of cryptocurrencies has grown exponentially. The Financial
Conduct Authority of the United Kingdom has estimated that there were more than 20
000 different crypto-assets at the beginning of 2023, although a large number of them are
lying idle.>> Over time, the crypto-assets market grew to such an extent, both in terms of
users and value, that it could no longer be ignored by regulators. For example, in the U.S.,

the first regulatory guidelines regarding crypto-assets were issued in 2013.%¢

2.1.2 ICOs and Libra

In the EU, the regulatory landscape for crypto-assets was highly fragmented only a few
years ago. Some Member States had already adopted a certain level of regulation covering
the crypto-assets market in the absence of a uniform EU legislation.’” The critical need
for a unified regulatory framework was recognized, as the rapid growth and future pro-
spects of the crypto-assets market were highlighted. In particular, a sudden surge in the
number of initial coin offerings (ICOs) in 2017 and early 2018 attracted the attention of
both Member State and European regulators.>® ICOs are mechanisms used to raise capital
for new innovative projects in blockchains to, for example, cover operational costs.> A
company or a group in charge of the project creates [CO tokens which are sold directly
to the public on a global scale, easily and without transaction costs. Such method of fund-
raising allows vast sums of money to be raised extremely fast, even in a matter of hours.
ICOs involve three parties: business startups or projects using the blockchain technology,
prospective investors and ICO providers, which are centralized platforms offering the
process to take place.®’ ICOs turned out to be a great way for raising funds. In the end of
2017, the value raised through ICOs for the period of October and November reached
USD 3.78 billion taking over the value of venture capital funding of USD 1.88 billion in

the same timeframe.®' The U.S. legislators closely followed the explosive growth of the

3 FCA 2023.
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trend and eventually decided to establish strict regulatory framework around such offer-
ings, while also complicating the process of creating new coins.®? This also contributed
to the eventual decline in the popularity and use of ICOs. In the EU, it was only MiCA
that established comprehensive legislation on ICOs by introducing general rules on the

issuance of crypto-assets.

Alongside the surge in popularity of ICOs, the regulatory attention was turned to stable-
coins and the possible introduction of regulation regarding them. The introduction of Li-
bra in 2019, the stablecoin of Facebook, pressured lawmakers to establish proper regula-
tion on such crypto-assets. Libra was supposed to be a blockchain-based global stablecoin
and a financial system that would have been backed by multiple assets instead of one.®*
Libra payment system would have enabled private transactions on the blockchain for bil-
lions of users. As expected, Libra was faced with a lot of resistance and criticism from
both central banks and regulators across the world. The G7 Working Group on Stable-
coins, established by the G7 countries to evaluate the Libra project, published a report on
the impact of global stablecoins in October 2019, which painted a bleak picture of the
future of Libra. In the report the group also defined the concept of global stablecoins.®*
According to the report, global stablecoins (GSCs) are initiatives built on existing large
and cross-border customer base which may have the potential to scale rapidly to achieve
a global or other substantial footprint. As the idea of Facebook GSC ran into opposition
from the public, the company was forced to shut down and sell the project. While the
attempt to introduce stablecoins to the masses was premature with Libra, the resulting

demand for regulatory development played a role in the creation of MiCA.

2.1.3 Legislative Process

Despite the failure of the Libra project to take off, EU legislators had now realized that
the absence of an overall Union framework would leave holders of crypto-assets exposed
to risks and pose significant challenges to market integrity, including market abuse and
financial crime.%® While it was recognized that the rapidly growing unregulated crypto-

assets market posed a threat to central banks and the traditional financial system, it also

62 The U.S. Securities and Exchange Commission deemed crypto-assets offered through ICOs to mainly
fall into the category of securities and stated that issuers of such securities must register offers and sales
unless a valid exemption applies. See further, The U.S. Securities and Exchange Commission (SEC) 2017.
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became clear that the lack of a relevant legislative framework could ultimately lead to a
deficit in user confidence.® This in turn could hinder the development of the market and
lead to missed opportunities in terms of innovative digital services, alternative payment
instruments or new funding sources for Union companies. In addition, it was found that
the legal uncertainty and regulatory fragmentation could have negative impact on the pro-
spects of European crypto-asset operators in international markets. As a result of these
concerns, the objective of MiCA was to create a robust and transparent legal framework
to support innovation and promote greater use of crypto-assets and DLTs, to ensure ade-
quate consumer and investor protection and market integrity, and to enhance financial
stability.%” In addition, one of the main purposes of MiCA was to fill the regulatory gap
in the crypto-assets market by regulating all crypto-assets that fell outside the scope of
other EU legislation.®® Most of the crypto-assets and market participants had not been
regulated in any way prior, apart from some general rules on money laundering and ter-
rorist financing. However, as will become apparent later in this thesis, this objective of
creating a legal framework covering all crypto-assets has fallen somewhat short, as the

impact of MiCA only applies to crypto-assets defined in its legal provisions.

When MiCA was approved by the Parliament on 20 April 2023, it became the most ad-
vanced legal framework covering crypto-assets on a global scale. MiCA was signed into
law on 31 May 2023, published in the Official Journal of the EU (OJEU) and soon en-
forced on 29 June 2023. As an EU regulation, MiCA is fully binding and immediately
applicable among the Member States. However, due to the fragmented nature of national
European legislations on crypto-assets, a staged approach to regulatory implementation
was adopted. On 30 June 2024, the provisions set for ARTs and EMTs became applicable
and finally, on 30 December 2024, the main body of MiCA, including the provisions on
CASPs, came into effect. The staged approach also includes additional time for already
existing CASPs to transition from compliance with the current regulatory framework to
compliance with MiCA. Article 143(3) of MiCA states that CASPs that provided their
services in accordance with applicable law before 30 December 2024, may continue to

do so until 1 July 2026 or until they are granted or refused a regulatory authorization to
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operate, whichever is sooner. The so-called 'grandfathering period' allows CASPs to con-
tinue their crypto-asset services as they were until the end of June 2026. Member States
had the opportunity to not apply the transitional period for CASPs or to reduce its duration
in view of fostering financial stability and investor protection.’” This has resulted in
CASPs having different transitional times in different Member States, making the appli-
cation of MiCA even more demanding. Therefore, ESMA warned the holders of crypto-
assets and the clients of CASPs that they may not benefit from full rights and protections
afforded to them under MiCA until as late as 1 July 2026.7° Similarly, the scope for mon-
itoring and, if necessary, intervening in the activities of beneficiaries of the grandfathering
period will be narrower until July 2026. When the transitional period ends, CASPs oper-
ating under EU legislation must be fully MiCA compliant and legally authorized.

2.2 Scope of MiCA

2.2.1 Scope of Crypto-Assets

The general definition of crypto-assets provided by MiCA was introduced at the begin-
ning of the presentation. MiCA identifies three categories of crypto-assets: asset-refer-
enced tokens (ARTSs), e-money tokens (EMTs), and all the others that do not fall into
either of these categories whilst also not qualifying as, for example, financial instru-
ments.”! Crypto-assets that qualify as financial instruments are fully regulated under the
Markets in Financial Instruments Directive II (2014/65/EU) (MiFID II). Article 3(1)(7)
of MiCA defines EMTs as a type of crypto-asset that purports to maintain a stable value
by referencing the value of one official currency. The price of an EMT is therefore always
tied to a more stable asset, such as the euro or the US dollar. Again, according to Article
3(1)(6) of MiCA, ARTs are all tokens except EMTs, which purport to maintain a stable
value by referencing another value or right or a combination thereof, including one or
more official currencies. The purpose of ARTs is to maintain a stable value by linking the
value of the crypto-asset to either one asset or a pool of assets, which may consist of, for
example, one or more official currencies, crypto-assets or commodities. As for the third
and final group of crypto-assets, the legislators have deliberately left the precise definition

of the category open in order to accommodate the wide range of crypto-assets that fall
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70 ESMA 2023c, p. 2.
71 Recital 18 MiCA Regulation.
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outside the definitions of ARTs and EMTs. MiCA refers to this category more generally
as crypto-assets other than ARTs and EMTs.”? Utility tokens are the only crypto-asset
defined in MiCA besides the two types of stablecoins. Article 3(1)(9) of MiCA defines
utility tokens as crypto-assets whose only intention is to provide access to a good or a
service supplied by its issuer. Since utility tokens are the only crypto-asset defined in
MiCA that fall into to the third unspecified group of crypto-assets, it remains unclear as

to what other crypto-assets belong in this category.

Given that MiCA was only intended to regulate assets that fall outside or in between the
scope of other legislation, it explicitly excludes many crypto-assets already regulated in
the EU from its scope. Crypto-assets that fall under existing Union legislative acts on
financial services will remain regulated under the existing regulatory framework, regard-
less of the technology used for their issuance or their transfer.”> Accordingly, crypto-
assets that qualify as financial instruments under MiFID II are explicitly excluded from
the scope of the Regulation under Article 2(4)(2) of MiCA. For example, security tokens
with features of transferable financial instruments are fully regulated under MiFID II. The
distinction between the different characteristics of crypto-assets regulated by MiCA and
the financial instruments covered by MiFID II appears to pose challenges. Due to MiFID
II being an EU directive, whereas MiCA is a directly applicable legal instrument, poten-
tial difficulties in application were considered likely in the future. Consequently, ESMA
published guidelines on the conditions and criteria for the qualification of crypto-assets
as financial instruments to facilitate the distinction, as there is no commonly agreed ap-
plication of the definition of 'financial instrument' in the EU.”* In addition, crypto-assets
that qualify as deposits or funds, with the exception of such funds qualifying as EMTs, as
well as various securitization positions and insurance, social security or pension products
and schemes are excluded from the scope of the Regulation under Article 2(4)(b)-(j) of
MiCA.

Most of the different types of NFTs presented earlier in this thesis are excluded from the
primary scope of MiCA due to their nature and purpose. Article 2(3) of MiCA states that
the Regulation does not apply to crypto-assets that are unique and not fungible with other

crypto-assets. Although, there is no common definition of what constitutes as a 'unique

72 Tbid.
73 Recital 9 MiCA Regulation.
7 ESMA 2024e, pp. 4.
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and non-fungible' crypto-asset, MiCA emphasizes the concept of substance over form
approach.” The uniqueness and non-fungibility limits the utility of NFTs and excludes
them from the regulatory framework of MiCA. In particular, individual NFTs regarding
art or collectables often fall into this category. However, if an NFT contains sufficient
features of, for example, a utility token, it will fall under the scope of MiCA. Crypto-
assets falling under several legal classifications may be called as 'hybrid tokens'.”® Simi-
larly, when an NFT is part of a collection or series, the tokens fall under the scope of
MiCA if they are interchangeable. Where tokens are part of a larger collection, individual
unique NFTs can be traded with the tokens from the same group. However, even this is
not self-evident, as ESMA also considers the size of the collection to have an impact on
the definition of the nature of an NFT.”” In this context, it is also important to note that
MiCA recognizes NFTs that are divisible or subdivided into fractions and thus potentially

part of a broader group as falling within the scope of its legislation.”®

In addition to the already mentioned crypto-assets, MiCA recitals provide a number of
other assets not covered by its regulatory scope. Firstly, digital assets that are non-trans-
ferable, that are only accepted by their issuer or offeror and that are technically impossible
to transfer to other holders are excluded from the scope of MiCA.” An example of such
an asset is loyalty schemes, where loyalty points can only be exchanged for benefits with
the issuer or offeror of those points. Similarly, all crypto-assets with no identifiable issuer
are deemed outside the scope of MiCA.3" The legislative approach to this matter is un-
derstandable, as any regulatory measures would have no addressee, and the issuer is un-
traceable, but it is noteworthy that the exclusion of such assets could still allow unknown
issuers to circumvent the MiCA requirements imposed for the issuance. Nevertheless,
CASPs that provide services in respect of crypto-assets whose issuer is not identifiable
are still covered by the Regulation. In addition to the above, MiCA does not address the
lending and borrowing of crypto-assets, leaving this to be regulated by Member States at

1‘81

national level.®" However, according to a survey conducted by EBA and ESMA in early

2025, only five responding authorities, representing four Member States, indicated that

5 bid, p. 20.
76 Tbid, p. 22.
7 Ibid, p. 21.
78 Recital 11 MiCA Regulation.
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lending or borrowing of crypto-assets is regulated to some extent in their jurisdiction.®?

This is particularly problematic because of the presence of 'flash loans' in the crypto-
assets market, which are examined in the context of market manipulation in this thesis.
Lastly, digital assets issued by central banks when acting in their capacity as monetary
authority are also excluded from the scope of MiCA.* These digital assets include
CBDCs, including possible future digital euro issued by the European Central Bank
(ECB), and crypto-assets issued by other public authorities, such as central, regional and
local administrations. MiCA also excludes all related digital services provided by central
banks acting in their monetary authority capacity or other public authorities from its reg-

ulatory scope.

2.2.2 Scope of Issuers, Offerors and Persons Seeking Admission to Trading

of Crypto-Assets

As is evident from the scope of crypto-assets discussed above, a great deal of responsi-
bility is placed on the crypto-assets market participants to identify the type of asset they
operate with, and therefore the relevant legislation. Consequently, MiCA regulates issu-
ers, offerors and persons seeking admission to trading of crypto-assets to facilitate the
supervision and control of the potential for abuse. Issuers of crypto-assets are entities that
issue crypto-assets and thus have control over their creation.®* Offerors of crypto-assets
are defined in Article 3(13) of MiCA as entities who are either natural or legal persons or
other undertakings, or issuers, who offer crypto-assets to the public. Article 3(12) of
MiCA broadly defines an offer to the public as any communication that provides the po-
tential holders with sufficient information about the terms of the offer and the crypto-
assets being offered to allow an informed investment decision. From the perspective of
MiCA, issuers and offerors are often the same entity, as the issuer is likely to be the person
who initiates the project, issues the crypto and offers it to the public.®> However, the of-
feror of crypto-assets could as well be a third party. Admission to trading refers to all
admissions of crypto-assets to trading on a trading platform of crypto-assets.®® As the
legal treatment of different crypto-assets varies, this thesis is structured to examine the

regulation of different market participants separately for each crypto-asset category. The

82 EBA and ESMA Joint Report 2025, p. 48.
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scope of issuers, offerors and persons seeking admission to trading of ARTs is more strin-
gent compared to other crypto-assets as the legislators noted that the nature of such assets
could pose increased risks in the future in terms of protection of holders and market in-
tegrity.}” Failures of issuers of ARTs were seen to possibly lead to a large-scale redemp-
tion and trigger a fire-sale of their reserve assets as well as deposit withdrawal, potentially
causing significant market disruptions and systemic risks in the broader financial sys-

tem. 58

The following conditions for the issue, offer and admission to trading of ARTs are laid
down in Article 16 of MiCA. Firstly, Article 16(1) of MiCA limits the scope for the offer
or admission to trading of an ART to the issuer of that specific ART, who is either a legal
person or other undertaking established in the EU and authorized by the competent au-
thority or, alternatively, a credit institution. Credit institutions, such as banks authorized
under other legislation, must operate within the limits set by MiCA when engaging in the
issuance of ARTs. Pursuant to the same provision, other persons than those mentioned
above may also offer or seek admission to trading of an ART with the written consent of
the issuer of the asset. The important factor to recognize in this context is that only an
operator established in the EU may issue, offer or seek admission to trading of an ART
within the Union. By limiting these activities to where supervision is feasible, the possi-
bilities to address the risks associated with the increased use of stablecoins will be im-
proved. As for other undertakings, the issuance of ARTs is only permitted provided that
their legal status ensures an equivalent level of protection of the interests of third parties
to that provided by legal persons, and if they are subject to a sufficiently prudent level of
supervision corresponding to their legal form.®” However, under Article 16(2) of MiCA,
the conditions on the scope of issuers, offerors and persons seeking admission to trading
of ARTs do not apply if the offer of an ART is targeted purely towards, and can only be
held by, qualified investors or if the value of the asset never exceeds EUR 5 million over

a period of 12 months.

The scope for issuers, offerors and persons seeking admission to trading of EMTs is even

more limited and is provided for in Article 48 of MiCA. Solely issuers of EMTs, who are

87 See Recital 40 MiCA Regulation, also Recital 5 MiCA Regulation
8 EBA 2024d, p. 7 (Point 11.)
8 EBA 2024a, p. 6.
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also either authorized credit institutions or electronic money institutions (EMIs), may un-
der Article 48(1) of MiCA offer and seek admission to trading of such assets. The opera-
tion of EMIs in the EU is subject to the Electronic Money Directive 2009/110/EC
(EMD?2) and the Revised Payment Services Directive 2015/2366/EU (PSD2). EMIs are
defined in Article 2(1) of EMD?2 as legal persons that have been granted authorization to
issue electronic money. Additionally, electronic money is defined in Article 2(2) of
EMD?2 as a monetary value stored in electronic form, represented by a claim on the issuer,
issued on receipt of funds for the purpose of making payment transactions and accepted
by a natural or legal person other than the electronic money issuer. EMTs are considered
to be electronic money under Article 48(2) of MiCA. Similar to ARTs, other persons may
offer or seek admission to trading of EMTs with the written consent of the issuer. As a
further clarification, when referring to issuers of ARTs or EMTs, this thesis simultane-
ously refers to offerors and persons seeking admission to trading of such assets, as they

are the same entity.

As for the third undefined group of crypto-assets, both offerors and persons seeking ad-
mission to trading of such assets must be legal entities.”® Thus, the criteria for those only
involved in the last category of crypto-assets are seemingly less stringent. An even more
permissive environment is created in Article 4(3) of MiCA for specific offerings of such
crypto-assets. It follows that in such situations where the crypto-asset other than ART or
EMT is offered for free or automatically created as a reward for the maintenance of the
DLT or the validation of transactions, none of the rules for the third crypto-asset category
of MiCA apply. Such offerings are therefore completely outside the scope of MiCA. The
same applies where the offer concerns a utility token that provides access to an existing
good or service, or where the holder of the crypto-asset has the right to only use it in
exchange for goods and services from a limited network of merchants who have contrac-
tual arrangements with the offeror. However, a crypto-asset is not considered to be of-
fered for free within the meaning of the exemption if the buyers are required to provide
personal data in return or if the offeror receives fees, commissions, or other benefits from
the prospective holders. In addition, according to Article 4(4) of MiCA, the exemption

does not apply if the offeror later intends to seek admission to trading of the asset.

% See Article 4(1)(a) of MiCA with regard to offers to the public of crypto-assets other than ARTs and
EMTs, and Article 5(1)(a) of MiCA with regard to admission to trading of such assets.
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2.2.3 Scope of CASPs

In addition to the market participants referred to above, MiCA regulates entities providing
crypto-asset services in the EU. The following scope of CASPs is specified in Article 59
of MiCA. First, under Article 59(1), the entities providing crypto-asset services must be
either legal persons or other undertakings that have been authorized as CASPs. In order
to enable effective supervision, and to eliminate the possibility of evading or circumvent-
ing the rules established in MiCA, services related to crypto-assets should only be pro-
vided by authorized CASPs that have a registered office in the Member State in which
they carry out substantive business activities, including the provision of crypto-asset ser-
vices.”! In addition, such CASPs must be effectively domiciled in the EU, and at least one
of the directors must be resident in the territory of Member States. To underline these
rules, persons other than authorized CASPs are prohibited in Article 59(5) of MiCA from
using a name, or a corporate name, issue market communications or undertake any other
process suggesting or creating confusion on it being an authorized CASP. The provisions
of MiCA in this respect are very strict, and under these market conditions it might be
difficult for third country operators to offer crypto-related services in the EU. Such an
approach could ultimately reduce the attractiveness of the crypto-assets market in this
respect, and at the same time undermine the competitiveness of Europe vis-a-vis the rest
of the world. However, limiting market access is important for market integrity, user pro-
tection and the prevention of market abuse and crime. Apart from authorized CASPs,
Article 59(1) of MiCA also states that crypto-asset services may be provided by credit
institutions, central securities depositories, investment firms, market operators, EMIs,

UCITS management companies®?, or alternative investment fund managers.

With regard to the scope of CASPs, challenges arise in situations where services related
to crypto-assets are provided partly in a decentralized manner. MiCA applies to all crypto-
asset services and activities, including when part of such activities or services is per-
formed in a decentralized manner.”® As stated before in relation to DeFi protocols, func-
tions carried out in a fully and truly decentralized manner without any intermediary are

excluded from the scope of MiCA. In this context, situations where determining the exact

%1 Recital 74 MiCA Regulation.

92 According to Article 1(1) of the UCITS Directive 2009/65/EC, UCITS refers to undertakings for collec-
tive investment in transferable securities. Pursuant to Article 2(1)(b) of the same Directive, UCITS man-
agement company refers to companies in the business of management of UCITS in the form of common
funds or of investment companies.

%3 Recital 22 MiCA Regulation.
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moment a DeFi protocol is considered fully decentralized and vice versa, when it inad-
vertently falls under the category of CASPs regulated by MiCA are particularly difficult.
The use of automated smart contracts as well as the decentralized nature of the operation
and governance of the platform are the two main features that distinguish DeFi from cen-
tralized blockchain systems.”* MiCA fails to define the limits for sufficient decentraliza-
tion in relation to these features, which may result in DeFi protocols being subject to the
Regulation, and thus having to operate under stringent rules imposed on CASPs. The
existence of the problem has also been recognized by ESMA. ESMA considers that an
assessment of each system should be made on case-by-case basis considering the features
of the system.” It is likely that in the near future, DeFi protocols and their operation will
be subjected to a more comprehensive legislation and this regulatory gap will be ad-

dressed.

2.2.4 Geographical Scope of MiCA

The provisions of MiCA do not set a precise geographical limit to its regulatory scope.
The Regulation, under Article 2(1) of MiCA, applies to all natural and legal persons and
certain other undertakings that are engaged in the issuance, offer to the public and admis-
sion to trading of crypto-assets or that provide services related to crypto-assets in the
Union. The wording of the provision extends the scope of MiCA beyond the Member
States and will have far-reaching implications for all third-country operators wishing to
engage in crypto-asset-related activities within the EU. However, such a broad geograph-
ical scope can pose problems both in terms of applicability and enforceability. Future
problems may arise especially due to the wide geographical scope of the rules on market
abuse in the Regulation defined in Article 86 of MiCA to a similar extent. The extensive
scope of the market abuse rules covers all acts carried out by any person concerning
crypto-assets that are admitted to trading or in respect of which a request for admission
to trading has been made, regardless of whether such activities take place on a trading
platform or not, or in Member States or third countries. Under such scope, any activity
related to crypto-assets admitted to trading, or for which a request for admission has been
submitted, falls within the scope of MiCA regardless of the country in which the operator

is established or where the activities occurred.

% Truchet 2022, p. 69.
9% ESMA 2023a, p. 29.
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The scope of the market abuse provisions in MiCA thus defined should be critically ex-
amined, as an overly broad definition could pose problems of international jurisdiction
and enforcement. For example, in a situation where crypto-assets market abuse occurs
outside the Member States and the possible link to the EU is not clear, the chances of
holding offenders liable under MiCA are low. However, it is worth noting that the original
proposal of the Commission for crypto-assets market regulation had different wording in
this context. Article 76 of the proposal, which precedes the current Article 86 on the reg-
ulatory scope of crypto market abuse provisions in MiCA, states that it is applied to
crypto-assets admitted to trading, or for which a request for admission to trading has been
made, on a trading platform for crypto-assets operated by an authorized crypto-asset ser-
vice provider.”® An authorized CASP in this context refers to an entity providing services
related to crypto-assets within the EU in accordance with MiCA. Had the draft of the final
article remained unchanged, the geographical scope of the market abuse provisions in
MiCA would have been limited to EU operators. Such a significant change in wording
reflects the intention to extend the scope of the market abuse provisions beyond crypto-
assets admitted to trading in the EU. This may be due to the fact that a large number of
CASPs are located outside the Union, and the opportunity to protect victims of crime on
foreign exchange platforms, and to hold the perpetrators accountable, was sought. How-
ever, the purpose of the legislative approach will only be revealed once the opportunity

for Member States to apply the relevant provisions of MiCA arises.

As regards the geographical limits for operation between the Member States, MiCA pro-
vides so-called "passporting rights' for those entitled to operate within the EU. Passporting
allows different crypto-assets market participants to operate freely throughout the EU,
once they meet the conditions laid down in MiCA.”’ As outlined in relation to the scope
of CASPs, authorization and a registered office within the Union are requirements for
providing crypto-assets services in the EU. Authorized CASPs may provide crypto-asset
services anywhere in the EU under Article 59(7) of MiCA, either through the right of

establishment, for example through branches, or through the freedom to provide services.

% Proposal for a Regulation of the European Parliament and of the Council on Markets in Crypto-assets,
and amending directive (EU) 201971937 COM(2020) 593 final 2020/0265(COD)

97 See Article 16(3) of MiCA for the conditions on the operation in the EU in relation to issuers of ARTSs,
Article 51(13) of MiCA in relation to issuers of EMTs and Article 11(1) of MiCA in relation to offerors
and persons seeking admission to trading of crypto-assets other than ARTs and EMTs. These conditions
will be discussed in more detail later in this thesis.
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Therefore, authorized CASPs are also not required to have physical presence in all Mem-
ber States in which they operate when providing cross-border services within the Union.
In this context, it is important to highlight that MiCA provides for one exception to the
requirements for CASPs. However, third country firms have been given the possibility to
circumvent the requirements in MiCA under the 'principle of reverse solicitation'. The
principle of reverse solicitation applies in situations where services related to the crypto-

assets market are provided at the exclusive initiative of the client.”

According to Article
61(1) of MiCA, when a client either established or situated in the EU contacts a third-
country firm for a crypto-asset service or activity by their own initiative, the requirement
for authorization shall not apply to the provision of that service in question including the
relationship between the parties related to the provision of that service or activity. As a
result, when a customer initiates contact with a crypto platform or its representatives lo-

cated in a third country, the company is not obliged to comply with the rules imposed on

CASPs by MiCA.

The rationale for the principle of reverse solicitation rests on the idea that clients estab-
lished or situated in the EU should not be excluded from using third-country firms if they
choose to do so without previously having been solicited by such firms.”® However, in a
situation where a third-country firm solicits clients or prospective clients in the Union or
promotes or advertises crypto-asset services or activities in the Union, its services should
not be deemed to be crypto-asset services provided on the own initiative of the client.!'®
In such a situation, the third-country service provider must apply for authorization as a
CASP. In addition, Article 61(2) of MiCA also states that the own exclusive initiative of
a client shall not entitle a third-country firm to market new types of crypto-asset services
to that client. Third-country firms may, however, additionally offer to a client crypto-
assets or related services of the same type as the one originally requested by the client
without being in breach of the authorization requirements in MiCA.!°! The approach
taken with MiCA to allow unauthorized third-country firms to provide crypto-asset ser-
vices raises concerns as it also enables circumvention of MiCA. By exploiting this prin-
ciple, third country service providers may be able to sidestep the market abuse rules im-

posed by the Regulation, if enforcement is not possible due to the location of the offender.

% ESMA 2024b, p. 5.
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However, ESMA has published guidelines on reverse solicitation, aiming to prevent and
detect misuse and efforts to exploit or circumvent the exemption principle. In the guide-
lines, ESMA stated that genuine reverse solicitation situations should be understood as

very limited and very narrowly framed.'%?

102 Tbid, p. 7.
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3 Responsibilities of Issuers, Offerors and Persons Seeking

Admission to Trading of Crypto-Assets

3.1 Process for Initiating the Issuance, Offer or Admission to Trading

3.1.1 Application for Authorization and Supervisory Bodies

Competent authorities play an important role in the crypto-assets market. Competent au-
thority is defined in Article 93(1) of MiCA as one or more authorities designated by a
Member State with supervisory responsibility for the crypto-assets market. The responsi-
bilities of competent authorities include supervision of the issuance, offer to the public
and admission to trading of crypto-assets as well as the supervision of the activities of
CASPs. The supervisory and investigative powers of competent authorities are listed in
Article 94 of MiCA. Such powers include, for example, the power to suspend or prohibit
the provision of crypto-asset services and the offer to the public or an admission to trading
of crypto-assets, and to investigate infringements of the rules on market abuse.!®* Com-
petent authorities also have the possibility under Article 111 of MiCA to impose penalties
on issuers, offerors and persons seeking admission to trading of all crypto-assets, as well
as on CASPs. In addition to the competent authorities, higher supervisory powers have
been granted to either EBA or ESMA, depending on the type of crypto-assets under con-
sideration.'® The competent authorities are obliged to cooperate with EBA and ESMA,
whose role is mainly to advice on the application of the Regulation, but the latter also
have the possibility to intervene temporarily in specific market activities under Articles
103 and 104 of MiCA. However, the right of intervention of EBA or ESMA only applies
to situations where the competent authority has not yet adequately done so. Lastly, in
order to limit the scope of this thesis, additional obligations imposed on competent au-
thorities, EBA and ESMA, for example in relation to their operational requirements or

cooperation with each other or with third countries, will not be discussed in more detail.!?®

Under MiCA, there are two types of preliminary requirements for issuers, offerors and

persons seeking admission to trading in the crypto-assets market, depending on the type

103 Recital 98 MiCA Regulation.

104 This division is further discussed in the context of significant ARTs and EMTs. For CASPs, ESMA has
been given the primary higher supervisory powers in MiCA with regard to both standard and significant
operators.

105 For further information, the rights and obligations of competent authorities, EBA and ESMA are laid
down under Title VII of MiCA.

30



of the crypto-asset they are involved with. These requirements include obtaining an au-
thorization and the preparation and publication of a crypto-asset white paper. 4 crypto-
asset white paper is a document providing the investors with the necessary technical as-
pects and other important information of a cryptocurrency or a blockchain project. ! For
issuers, offerors and persons seeking admission to trading of crypto-assets, the obligation
to seek authorization applies solely to issuers of ARTs, as stated with regard to the scope
of such entities. In relation to EMTs, MiCA requires issuers of such crypto-assets to be
authorized but does not regulate the process as the authorization of credit institutions and
EMIs is already covered by other EU legislation.!'?” Issuers, offerors or persons seeking
admission to trading of crypto-assets that fall into the third undefined category are not
subject to similar authorization requirement. Given that MiCA limits the scope of author-
ization to issuers of ARTs, all references to issuers in this context refer only to such enti-
ties. Additionally, in order to narrow the subject, the scope of this thesis is only limited
to the authorization process established by MiCA. By requiring authorization for opera-
tion from issuers of ARTs and EMTs, the competent authorities have the possibility to
govern the overall issuance of such crypto-assets in the EU. In the case of ICOs, for ex-
ample, it was found that such a restriction was necessary. Restricting the issuance of
crypto-assets is also important in terms of market abuse, as there exists a high number of
scams related to new tokens and coins in the crypto-assets market. Different types of

market abuse will be further discussed in Chapter 5. of this thesis.

The application for authorization together with the crypto-asset white paper is submitted
to the competent authorities of the Member State where the issuer is established, who
may either approve or reject the application.!?® Article 21 of MiCA sets precise limits on
when an application for authorization can be refused. Such grounds could be, for example,
where there are objective and demonstrable grounds that the management body or its
members fail to meet the criteria set out for them in the Regulation. The competent au-
thorities must also refuse an authorization under Article 21(4) of MiCA if the ECB or
another relevant central bank gives a negative opinion on risks posed to the smooth oper-

ation of payment systems, monetary policy transmission, or monetary sovereignty. The

106 See, Recital 25 MiCA Regulation. The preparation and publication of the crypto-asset white paper is
discussed in more detail in the next section.

107 The authorization of credit institutions in the EU is covered by the Capital Requirements Directive
2013/36/EU (CRD), see Article 8(1) of CRD. In relation to the authorization of EMIs, see Article 1(1)(b)
and Article 5 of PSD2.

108 EBA 2024a, p. 6.
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withdrawal of an authorization already granted is also possible in the specific situations
provided for in Article 24 of MiCA. For example, the authorization must be withdrawn if
the activity of the issuer poses a serious threat to market integrity, financial stability,
smooth operation of payment systems, or poses serious risks in relation of money laun-
dering and terrorist financing. This very possibility leaves the competent authorities with
a lot of discretion to determine when the actions of the issuer may have negative conse-
quences on the market or possibly create opportunities for market abuse or crime. Here
too, the opinion of the ECB or other central bank is relevant, and a negative assessment
may under Article 24(3) of MiCA lead to a limitation on the amount of crypto-assets to
be issued or an imposition of a minimum denomination amount of the ART, or even to a

withdrawal of authorization.

3.1.2 Crypto-Asset White Paper and Marketing Communications

Historically, white papers were fully promotional documents which provided explana-
tions about the crypto-asset and its goals, but MiCA defined their status as regulated man-
datory information in the EU.!” Entities involved in the issuance, offering and admission
to trading of crypto-assets must publish a crypto-asset white paper to inform potential
retail holders of the characteristics, functions and risks of the crypto-asset in question.
For ARTs and EMTs, this entity is the issuer, while for crypto-assets falling into the third
undefined category, the responsibility for the preparation and publication of the white
paper lies with the offeror or the person seeking admission to trading of such an asset.
MiCA regulates the submission and content of the white paper separately for each cate-
gory of crypto-assets falling within its scope. The content requirements for the crypto-
asset white paper are largely equivalent for all crypto-assets, but more specific in relation
to ARTs and EMTs.!!? In general, white papers should contain general, fair, clear and
non-misleading information on the issuer, offeror or person seeking admission to trading,
the project, the offer or admission to trading, the rights and obligations, the underlying
technology and the associated risks.'""" The document must also provide further infor-
mation on the reserve of the assets, where applicable, and the climate and other environ-

mental impacts of the mechanisms that enable the use of the crypto-asset.

109 ESMA 2023a, pp. 56.

110 With regard to the specific content and form requirements of a crypto-asset white paper in relation to
each crypto-asset group, see Article 19 of MiCA for ARTs, Article 51 for EMTs and Article 6 for the third
undefined group of crypto-assets.
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In relation to ARTs, the crypto-asset white paper draft is submitted as an attachment to
the application for authorization, where its content and format are reviewed by the com-
petent authorities. Issuers of EMTs, as well as offerors and persons seeking admission to
trading of crypto-assets other than ARTs and EMTs must publish a crypto-asset white
paper on their own initiative and to notify it to the competent authorities.!'? All entities
required by MiCA to prepare a crypto-asset white paper must also modify the document
in situations where there are significant changes to their organization or operations that
occur after the authorization or the publication of the white paper.!!® This requirement for
modification includes notification to the competent authorities of such circumstances and
of the modified crypto-asset white paper. As regards for the issuers of ARTs, the modified
white paper must be approved by the competent authorities in accordance with Article
25(2) of MiCA, as it is a condition for the authorization. In addition to the publication of
a crypto-asset white paper, offerors and persons seeking admission to trading of crypto-
assets other than ARTs and EMTs are obliged to publish marketing communications, such
as advertising messages and marketing material.!'* The obligation stipulates that market-
ing communications must also be submitted to the competent authorities on request under
Article 8(2) of MiCA. Such marketing communications are required to be fair, clear and
non-misleading, and also consistent with the information provided in the crypto-asset
white paper.'!® Issuers of ARTs and EMTs are not subject to the same obligation to pre-
pare marketing communications. However, they are required to provide any marketing
communications to the competent authorities upon request if such documents have been

prepared.!''®

An exemption from the requirement to publish both a crypto-asset white paper and mar-
keting communications has been granted for certain small offers of crypto-assets other
than ARTs and EMTs. According to Article 4(2) of MiCA, such offers to the public in-
clude offers to fewer than 150 natural or legal persons per Member State, offers where

the total cost of the offer over a 12-month period does not exceed EUR 1 million, and

112 On the obligation to publish and notify a crypto-asset white paper, see Articles 4(1)(b)-(d) and 5(1)(b)-
(d) of MiCA in relation to offerors and persons seeking admission to trading of crypto-assets other than
ARTs and EMTs. For issuers of EMTs, see Article 48(1)(b) of MiCA.

113 On the modification of a crypto-asset white paper in relation to each crypto-asset group, see Article 25
of MiCA for ARTs, Article 51 for EMTs and Article 12 for the third undefined group of crypto-assets.

114 On the obligation to publish marketing communications, see Articles 4(1)(e)-(f) and 5(1)(e)-(f) of MiCA
in relation to offerors and persons seeking admission to trading of crypto-assets other than ARTs and EMTs.
115 Recital 24 MiCA Regulation.

116 On the requirement to provide marketing communications on request, see Article 29(5) of MiCA for
issuers of ARTs and Article 53(5) of MiCA for issuers of EMTs.
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offers where the crypto-assets are addressed only to, and may be held exclusively by,
qualified investors. However, this exemption does not apply if the offeror also intends to
seek admission to trading of such crypto-asset. Furthermore, if the crypto-asset white pa-
per is voluntarily drafted despite the exemption, other relevant requirements apply under
Article 4(8) of MiCA. Issuers, offerors or persons seeking admission to trading of all
crypto-assets are liable of any incomplete or misleading information in the white paper
or in the modified version thereof, if losses are incurred as a result of this breach.'!” The
rule on the liability for the information provided in the white paper is non-contractual and

any conflicting provisions drafted contrary will not apply.'!®

3.1.3 Traditional Financial Institutions

MiCA facilitates and creates opportunities for traditional financial operators to smoothly
expand their operations into the crypto-assets market. As previously mentioned, credit
institutions are not obligated to seek for authorization under MiCA when conducting in
the issuance of ARTs. However, the legislators concluded that credit institutions should
be subject to all other conditions and requirements applicable to the issuance of ARTs,
except the requirements in relation to authorization, own funds and the approval proce-
dure of qualifying shareholders.!!” Therefore, credit institutions must also prepare and
submit a crypto-asset white paper to the competent authority in accordance with MiCA
when participating in the issue of ARTs. Credit institutions and EMIs shall also, when
involved in the issuance of EMTs, draw up a crypto-asset white paper and notify it to the
competent authority.!? It is worth noting, however, that the legislation concerning EMIs
may be subject to change or modification in the near future, as the Commission has issued
a draft of the Third Payments Services Directive (PSD3) in June 2023. The draft aims to
clarify the definition of providers of EMTs, which would result in the disappearance of
EMIs and their definition transforming into payment institutions providing electronic
money services.!?! At the same time, a new category of services, 'electronic money ser-
vices', would be created, including, for example, the issuance of electronic money. As

one might expect, such modifications may pose challenges in the future, since MiCA does

7 On liability for the information given in a crypto-asset white paper, see Article 26 of MiCA for ARTs,
Atrticle 52 of MiCA for EMTs and Article 15 of MiCA for the third undefined group of crypto-assets.

18 Maume 2023, p. 264.
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not recognize the new definitions. If PSD3 were to come into force in such a form, pos-
sible regulatory overlaps between MiCA and the regulation of electronic payment ser-
vices could also increase concerning the issuance of EMTs and the provision of related
services. However, as PSD3 is still in a draft form, it is still vulnerable to changes and
will not be applicable for a long time. It should also be noted that PSD2 and the draft
PSD3 only apply to EMTs, not ARTs or other crypto-assets.

As this thesis will not revisit in more detail the exemptions granted to traditional financial
institutions entering the crypto-assets market, in this context it is also appropriate to
briefly highlight the separate rules set in MiCA for investment firms or other similar en-
tities aiming to provide services related to crypto-assets. Article 60 of MiCA allows tra-
ditional financial institutions such as investment firms, UCITS management companies
and alternative investment funds to smoothly extend their services to crypto-assets. The
crypto-asset services provided must be comparable to those investment services and ac-
tivities the investment firm is authorized to propose. The Article 60 of MiCA also speci-
fies how the traditional financial services will correlate with the crypto-related services
to meet this requirement and what information must be provided to the competent author-
ities. The information to be submitted to the competent authority is very similar in content
and requirements to that required of banks and EMIs involved in the issuance of ARTs or

EMTs.

3.2 Operational Requirements for Issuers of ARTs

3.2.1 Conduct of Business and Prudential Requirements

Having previously covered the scope and the authorization process for issuers of ARTs
in MiCA, the following paragraphs focus on the operational requirements for such entities
when conducting business in the crypto-assets market. Different obligations and require-
ments are laid down for issuers of different crypto-assets to improve market integrity,
protect retail holders and reduce the potential for abuse. Provisions in this respect are set
out in MiCA for each crypto-assets category separately, considering their specific char-
acteristics. As stated before, since ARTs could be widely adopted and thus pose increased
risks, the related legislation is deliberately more stringent compared to EMTs and other

crypto-assets.'?? The issuers of ARTs have a general obligation, according to Article 27

122 Recital 40 MiCA Regulation.
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of MiCA, to act honestly, fairly and professionally in the best interests of the holders and
to treat them equally with some exceptions allowed, such as those specifically mentioned
in the white paper or marketing communications. Article 34(2) and (4) of MiCA also
imposes strict requirements for members of the management body and shareholders, em-
phasizing, for example, their level of personal competence, good repute and lack of crim-

inal record.

A reporting obligation to the competent authorities has been imposed on issuers of ARTs
in Article 22(1) of MiCA. The obligation consists of a requirement to provide quarterly
reports to the competent authority on the status of the ART if its circulating value exceeds
EUR 100 million. The required information includes, for example, the current number of
holders, the value of the issued ART, the size of reserve assets, as well as the average
number and total value of daily transactions. The data received is then monitored and
controlled by the competent authorities, and it follows that additional restrictions may be
imposed on issuers of ARTs under Article 23(1) of MiCA when the estimated quarterly
average number and average total value of daily transactions is above 1 million transac-
tions and EUR 200 million. The issuer of such asset shall in these circumstances stop
issuing the ART and within 40 days of crossing the threshold, submit a plan to the com-
petent authority to ensure that the activities remain within the set limits in the future. The
issuer may only continue to issue the ART when the evidence is clear that the activity is
occurring within the thresholds. The same information obligation may also be imposed

on issuers of ARTs with a lower circulating value under Article 22(2) of MiCA.

Issuers of ARTs are at all times required to maintain a reserve of assets in accordance
with Article 36(1) of MiCA to ensure their solvency in relation to their liability to holders.
The reserve of assets should be used for the benefit of the holders of the ARTs when the
issuer is not able to fulfil its obligations towards the holders, such as in insolvency situa-
tions.!?} This follows from the requirement in Article 39(1) of MiCA whereby holders of
ARTs are at all times entitled to redemption and that issuers of such assets must establish,
maintain and implement a recovery and redemption plan in this regard. For these reasons
the reserve of assets should also be composed and managed in a way that market and
currency risks are covered, including clear and explicit procedures to ensure that the re-

serve is completely separate from the funds of the issuer, that the reserve assets are not
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encumbered or pledged as collateral, and that the issuer of the ARTs has prompt access
to the assets.!?* In addition to having a reserve of assets, issuers of ARTs are also required
by Article 35(1) of MiCA to hold a certain amount of own funds. Issuers of ARTs should
always have own funds equal to either an amount of EUR 350 000, 2 % of the average
amount of the reserve assets or a quarter of the fixed overheads of the preceding year,
whichever total is the highest. However, the competent authority may increase this re-
quirement by up to 20 % under Article 35(3), if the risks associated with the activity or
the nature of the undertaking are deemed to be higher. An assessment of this will be car-

ried out on the basis of a regular stress testing.!?®

A wide range of requirements regarding disclosure and use of information has also been
set out for issuers of ARTs. These requirements can be broken down into those concern-
ing holders, internal measures and information to be provided to the competent authority.
Issuers of ARTs have, in addition to the information provided in the white paper, an on-
going obligation to inform holders about the asset under Article 30(1) of MiCA. The con-
tent of this information obligation includes, in particular, timely information on the num-
ber of ARTs in circulation and the value and composition of the reserve assets.'?® Con-
cerning the intra-organizational flow of information, the issuers of ARTs are required
under Article 32(1) of MiCA to put in place systems to prevent, detect and disclose po-
tential conflicts of interest. However, the obligation is limited to relationships between
the issuer of the ART, and the shareholders and members, entities with a qualifying hold-
ing in the issuer, members of the management body, employees, holders of ARTs and any
third parties related to the reserve or distribution of assets. As regards to the information
to be provided to the competent authority, issuers of ARTs have an additional obligation
under Article 33 of MiCA to provide the supervisory body with all information on

changes concerning the management body of the issuer.

Finally, MiCA aims to protect the holders and integrity of the crypto-assets market by
regulating acquisitions of issuers of ARTs in Article 41 of MiCA. Article 41(1) states that
any natural or legal person seeking to acquire or increase a qualifying holding in an issuer
of an ART must notify the competent authority of such an act. A qualifying holding is

defined to occur when the proportion reaches or exceeds 20 %, 30 % or 50 % of the voting
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rights or of the capital held, or when the issuer of the ART would either cease to be or
become a subsidiary of that person. The same applies under Article 41(2) of MiCA where
a person seeking to dispose of a qualifying holding of any size in an issuer of an ART or
where the proportion of voting rights or capital held by that person would, as a result of
the disposal, fall below 10 %, 20 %, 30 % or 50 %, or so that the issuer of an ART would
cease to be a subsidiary of that person. The competent authority, after receiving the noti-
fication, evaluates the proposed acquisition on the basis of the criteria set out in Article
42(1) of MiCA. However, it is stated in Article 42(2) of MiCA that the competent author-
ity may oppose the proposed acquisition only when there are reasonable grounds for do-
ing do based on the criteria or when the information provided has been identified as in-

complete or incorrect.

3.2.2 Significant ARTs

Issuers of ARTs are primarily supervised by the competent authorities and ESMA. How-
ever, if the crypto-asset issued is defined as "significant", the supervisory role will fall to
EBA. Both ARTs and EMTs are deemed as significant when they meet, or are likely to
meet, certain criteria, including a large customer base, high market capitalization or large
number of transactions.'?’ The criteria for defining ARTs as significant are laid down in
Article 43(1) of MiCA. The definition is met, when the number of the holders is more
than 10 million, when the value of the asset in circulation, its market capitalization or the
size of the asset reserve held by the issuer is higher than EUR 5 trillion or, when the
average number and aggregate value of transactions per day is higher than 2,5 million
transactions and EUR 500 million. Issuers that are providers of a core platform services
designated as gatekeepers also meet the criteria for an issuer of significant ART.!?® In
addition, the existence of a potentially significant ART may also be assessed through its
international significance or whether the asset or its issuers are interconnected with the
financial system. Lastly, the criteria are also met if the operator has issued at least one
additional ART or EMT and provides at least one crypto-asset service. According to Ar-
ticle 43(2) of MiCA, EBA shall classify an ART as significant when at least three of the

above criteria are met. Each year, EBA will assess and determine whether ARTs deemed

127 Recital 59 MiCA Regulation.
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as significant continue to meet the criteria set by the Regulation.'? Article 44 of MiCA
also allows for a voluntary application for designation of an ART as significant, provided
that the criteria are met, in which case EBA will take a decision on the basis of an appli-

cation.

Significant ARTs were perceived as risks in terms of financial stability, monetary policy
transmission and monetary sovereignty, if used improperly or negligently.'*® As a result,
the most relevant aspect of defining ARTs as significant is the additional requirements
imposed on such crypto-assets and their issuers in Article 45 of MiCA. For example,
issuers of significant ARTs are obligated under Article 45(1) of MiCA to adopt and main-
tain a strict remuneration policy promoting a sound and effective risk management. In
addition, such entities are also required under Article 45(3) and (4) of MiCA to continu-
ously assess and monitor the required level of liquidity of the crypto-asset and therefore
establish and maintain a liquidity management policies and procedures, including regular
liquidity stress testing. On this basis, EBA may impose stricter requirements to improve
the liquidity of the ART and to protect holders and ensure market integrity. As regards
the requirement for own funds held by issuers of ARTs defined as significant, the level
for the average amount held is set at 3% of the reserve assets instead of 2% compared to
issuers of standard ARTs."! In its draft regulatory technical standards, EBA has set a
time limit of up to six months for the competent authority to grant permission for issuers

of significant ARTSs to meet this requirement.'*?

3.3 Operational Requirements for Issuers of EMTs

3.3.1 Conduct of Business and Prudential Requirements

Given that the issuers of EMTs were already subject to strict regulation due to their nature,
MiCA refers to other legislation for general operational requirements in relation to the
rules imposed on issuers of such crypto-assets. According to Article 48(3) of MiCA, the
provisions of EMD2 concerning requirements for the taking up, pursuit and prudential
supervision of the business of EMIs, as well as the issuance and redeemability of e-money

are binding as regards the issuance of EMTs. MiCA mainly lays down rules, partly as
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recognized exception to provisions of EMD2, regarding issuance and redeemability, in-
vestment of funds received in exchange of EMTs, as well as the requirement for recovery
and redemption plan. However, there are also similar legal provisions between MiCA and
EMD?2, such as the prohibition of granting interest. As defined in Article 2(1) of EMD2,
the definition of EMIs includes all legal persons authorized to issue electronic money,
including credit institutions. Therefore, when referring to the provisions of EMD?2 in this
section, reference is made to both EMIs and credit institutions eligible to issue ARTs

under MiCA.

Similar to the requirements imposed on issuers of ARTs in MiCA, EMD?2 sets out rules
on issuers of EMTs in relation to own funds of the issuer and protection of holders. Article
4 of EMD2 sets a limit of EUR 350 000 for the initial capital that an EMI must hold when
applying for authorization under EMD2. As per Article 5(1) of EMD2, the amount of the
own funds may not fall below the above amount or below the thresholds otherwise cal-
culated in accordance with EMD2, whichever is higher. The calculation methods for the
minimum amount of funds held may vary depending on whether the EMI offers services
other than the issuance of EMTs. However, under Article 5(2) and (3) of EMD?2, this
requirement shall amount to at least 2 % of the average outstanding electronic money
with regard to activities concerning the issuance of EMTs, and similarly to ARTs, the
competent authority has the possibility to assess the adequacy of the funds. EMD2 im-
poses general requirements for EMIs on safeguarding the funds received in exchange for
EMTs, but MiCA takes this requirement even further by restricting the investment of such
funds in its Article 54. As regards the issuance and redeemability of EMTs, Article 49(1)
of MiCA provides that the relevant provisions of EMD2 shall prevail over those of MiCA.

Issuers of EMTs are also subject to many obligations in relation to disclosure of infor-
mation. According to Article 3(2) of EMD2, EMIs are, for example, required to inform
the competent authorities in advance of any material changes in measures taken for safe-
guarding of funds received in exchange for the electronic money issued. As regards the
sale or purchase of a qualifying holding, the general prudential rules of EMD?2 indicate
that the issuers of EMTs are subject to essentially the same reporting and information
obligations to the competent authority as issuers of ARTs. However, EMD?2 provides the
competent authority with more robust tools to prevent such action if necessary. Article
3(3) of EMD?2 states that if the impact of the proposed acquisition of an EMT issuer would

be detrimental to the operator or if there has been a breach of disclosure obligations, the
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competent authority could take other appropriate measures to bring such a situation to an
end. Such measures may include injunctions, administrative sanctions or suspension of
the exercise of voting rights attached to the shares in question. If the acquisition of a
qualifying holding is carried out over the objection of the competent authority, measures
may include suspension of the voting rights of the acquirer, nullity of votes cast or the

possibility to have the votes annulled.

3.3.2 Significant EMTs

Separate rules and requirements have also been established for EMTs identified as sig-
nificant under MiCA. In this respect, the requirements set out in MiCA for significant
ARTs also apply to EMTs when at least three of the criteria, earlier introduced in this
thesis in relation to significant ARTs, are met. However, Article 56(7) of MiCA provides
an exception to this rule that also deviates from the rules set out for significant ARTs.
The provision states that the supervisory responsibilities shall not be transferred to EBA
in relation to issuers of significant EMTs whose official currency is other than the euro,
if at least 80 % of the number of holders of such assets and the volume of transactions is
concentrated in a Member State where the issuer is primarily established. In this case, the
competent authority of the Member State must provide EBA with annual information on
any entities operating in relation to such exemption. The assessment process for signifi-
cant EMTs is also similar to that set out in MiCA for significant ARTs, where EBA will

reassess the categorization of the asset annually.!*?

In MiCA, certain provisions concerning standard ARTs have also been extended to cover
issuance of significant EMTs under Article 58 of MiCA, such as requirements to have a
reserve of assets and to conduct regular liquidity and operational stress testing. In addi-
tion, the requirement purely limited to significant ARTs, whereby the average amount
held in reserve should consist of 3 % of reserve assets instead of 2 %, may be extended
to apply to significant EMTs. The competent authority has also been given the power to
extend the requirements imposed on significant EMTs to EMIs issuing regular EMTs,
where this is necessary to manage risks. Finally, similar requirements to the requirements
imposed on ARTs have been imposed on EMTs denominated in currencies other than
official currencies of Member States. Such requirements include more stringent reporting

obligations, restrictions on the issuance of tokens used widely as a means of exchange,
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and limiting or controlling the amount of the tokens issued when the potential for risks is

perceived to have risen.

3.4 Operational Requirements for Offerors and Persons Seeking Ad-

mission to Trading of Other Crypto-Assets

The third undefined category of crypto-assets, which includes utility tokens, is regulated
by MiCA distinctly from ARTs and EMTs. For example, the rules set out for significant
crypto-assets do not apply to this category while the obligation for robust marketing com-
munications, as outlined previously, plays a greater role. The third category is more
broadly regulated, as it covers a wide range of different types of assets. Article 14(1) of
MiCA sets out general operational requirements for both offerors and persons seeking
admission to trading of crypto-assets other than ARTs and EMTs. Such legal persons are
obligated to act honestly, fairly and professionally and to communicate with holders, and
prospective ones, fairly, clearly and not in a misleading manner. Offerors and persons
seeking admission to trading are also required to identify, prevent, manage and disclose
any possible conflicts of interest under the provision and to maintain all of their systems
and security access protocols in conformity with the appropriate Union standards. ESMA
has issued guidance to clarify the definition of 'systems' as well as 'appropriate Union
standards'. According to ESMA, the term systems should be interpreted narrowly regard-
ing the guidelines and is used mainly to refer to information and communications tech-
nology (ICT).!** Additionally, offerors and persons seeking admission to trading of other
crypto-assets than ARTs and EMTs are required under Article 14(2) of MiCA to act in
the best interests of the holders and to treat them equally, apart from exceptions indicated

in advance in the crypto-asset white paper or marketing communications.

Article 10 of MiCA imposes requirements on offerors in relation to the funds collected to
safeguard the interests of holders in the course of the offering. Offerors setting a time
limit on their offer are required by Article 10(3) of MiCA to have effective arrangements
in place to protect the holders' funds or assets raised during the offering. Where no time
limit has been set for the offer, such issuers are required to act under the same obligation
in accordance with Article 10(4) of MiCA until the holders' right of withdrawal has ex-

pired. The retail holders have the right to withdraw from their agreement to purchase
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crypto-assets other than ARTs or EMTs, under Article 13(1) of MiCA, without any fees
or costs and without having to justify themselves. The right of withdrawal is valid for 14
days from the date of the agreement. Naturally, the offeror is then obliged by Article 13(2)
of MiCA to reimburse all payments and charges already received without undue delay
and in any event no later than 14 days upon being informed of the withdrawal decision.
However, the right of withdrawal does not apply to situations where the crypto-assets
have been admitted to trading prior to their purchase by the retail holder because, in such
cases the price of the assets depends on the fluctuations of the market.'3* The same applies
in situations where the subscription period has ended in relation to offers where the time
limit has been set. In the event of cancellation of the issuance of a crypto-asset that is not
an ART or EMT, the responsible operators are obliged under Article 14(3) of MiCA to
return the funds collected from the holders within 25 days.

Offerors of crypto-assets other than ARTs and EMTs are also subject to additional re-
quirements relating to the disclosure of information concerning the time limit for the of-
fer. If a deadline for the offering has been set by the issuer, the operator is required by
Article 10(1) of MiCA to publish the result of the offer on its website within 20 days of
the end of the subscription period. Similarly, where no time limit has been set, the offeror
is obliged under Article 10(2) of MiCA to publish on its website the number of units of
the crypto-asset in circulation on an ongoing basis, at least monthly. However, as an ex-
emption from the reporting requirements, Article 11(2) of MiCA states that the offerors
and persons seeking admission to trading of crypto-assets falling within the scope of the
third undefined category that have published a white paper, or a modified one, are not
subject to any further information requirements with regard to the offer or admission to
trading of that specific asset. Compared to the extensive disclosure requirements imposed
on issuers of ARTs and EMTs, the difference is significant and highlights the regulatory
divergence between different crypto-asset categories. In general, the issuance and offer-
ing of assets falling under the third undefined category may be considered to be more

difficult to supervise than the same activities related to ARTs and EMTs.

135 Recital 37 MiCA Regulation.
43



4 Rights and Responsibilities of CASPs

4.1 Identified Risks and Regulation Specific to CASPs

Since the EU legislators identified a lot of risks and possibilities of misuse regarding
CASPs, their operation is strictly regulated in MiCA, starting from the authorization pro-
cess to the ongoing obligation to monitor and notify authorities of suspected and discov-
ered cases of market abuse. According to a supervisory briefing issued by ESMA on 31
January 2025 after the full entry into force of MiCA, there are no low-risk CASPs.'*® This
conclusion is justified by ESMA by the fact that CASPs often deal directly with retail
investors and also have a limited track record on regulatory compliance and supervision.
In addition, the novelty of the crypto sector itself poses risks to the integrity of the oper-
ations of CASPs and creates challenges for their monitoring and supervision. ESMA
points out in its supervisory briefing that the idea of the non-existence of low-risk CASPs
creates an environment where only a scrutinized approach is possible in the assessment
of authorization applications for which the circumstances seem to suggest the need for
enhanced vigilance.'?” ESMA also stated that the money laundering and terrorist financ-
ing risks presented by CASPs are generally high.'3® CASPs are exposed to these risks, in
particular due to the specific features in their business structure, the cross-border nature
of the activities, the possibility of profound anonymity of the parties involved, and the
technology used. The issue and risks of outsourcing arrangements were also discussed in
the supervisory briefing. In this context, the delegation of functions or services to the

extent that the CASP would become a letter-box entity was forbidden. !

In relation to the identified risks associated with CASPs, other relevant legislation and
policy guidelines have also been deemed necessary. For example, in December 2023, the
Regulation on Information Accompanying Transfers of Funds and Certain Crypto-Assets
(EU) 2023/1113 (TFR) came into effect revising the earlier regulation on the matter and

extending its scope to the transfer of specific crypto-assets. In addition, the revised TFR
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amended the Directive on the Prevention of the Use of the Financial System for the Pur-
poses of Money Laundering or Terrorist Financing (EU) 2015/849 (4th Anti-Money
Laundering Directive, 4AMLD) by subjecting CASPs authorized by MiCA to the same
requirements and supervision as other traditional credit or financial institutions.!*’ To
further extend the supervision of CASPs, Article 38(3) of the revised TFR obligated EBA
to issue guidelines on risk variables and factors to consider by CASPs when entering into
business relationships or carrying out transactions in crypto-assets. The revised TFR also
introduced new rules for 4AMLD in its Article 19b regarding due diligence requirements
for CASPs in high-risk money laundering and terrorist financing situations and when en-
gaging in relationships with third country operators authorizing EBA to address these
issues as well. As a result, on 16 January 2024, EBA released an amended version of its
guidelines on money laundering and terrorist financing risk factors ("The ML/TF Risk
Factors Guidelines'), in which the scope of the guidelines was presumably extended to
include CASPs.'*! Article 36 of the revised TFR also requires EBA to draw up guidelines
on issues such as missing or incomplete information on the payer, payee, originator or
beneficiary. Accordingly, on 4 July 2024, EBA published guidelines on information re-
quirements in relation to transfers of funds and certain crypto-assets transfers ('Travel
Rule Guidelines').'*? Directive 4AMLD has been subsequently amended and repealed,
with the current directive being the 6th Anti-Money Laundering Directive (6AMLD)
(EU) 2024/1640.

4.2 Authorization Process of CASPs

As discussed before, all operators providing crypto-related services within the EU are
required to apply for authorization as CASPs under MiCA. The process for authorization
provided for in Article 63 of MiCA follows a very similar pattern to that set out for issuers
of ARTs in MiCA, with some exceptions. One notable exception to the authorization
process for issuers of ARTs is that in relation to CASPs, the competent authorities are
required to carry out far more consultation and investigation work before taking a final
decision on the application. Before granting or refusing an authorization, the competent
authorities are obliged under Article 63(5) of MiCA to consult the competent authorities

of any other Member State to which the applicant CASP has relevant connections. In
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accordance with Article 63(6) of MiCA, the competent authorities also have to verify
with other Member States whether the applicant CASP has been subjected to investigation
relating to money laundering or terrorist financing and to ensure that applicant CASPs
with links to high-risk third countries comply with the legislation of the Member States
in which they operate. Article 9(1) of the 6AMLD defines high-risk third countries as
third-country jurisdictions with strategic deficiencies in their national regimes on anti-
money laundering and countering the financing of terrorism that pose significant threats
to the financial system of the EU. In addition, competent authorities are required to coop-
erate and communicate more closely with ESMA during the authorization process partic-
ularly in relation to CASPs identified as significant. According to Article 85(1) of MiCA,
a CASP is considered significant if it has at least 15 million active users in the EU within

one calendar year.

As regards the grounds for refusing authorization, the competent authorities must, in ac-
cordance with the Article 63(8) of MiCA, reject an application if their supervisory obli-
gations are prevented from being effectively fulfilled due to the close links of the appli-
cant CASP to one or more natural or legal persons whose activities are subject to the to
the regulatory regime of a third country. In situations where close links exist between the
applicant CASP and other natural or legal persons, the competent authorities may only
grant authorization by Article 63(7) of MiCA when the arrangement is not an obstacle to
the effective fulfilment of supervisory obligations. The competent authorities are also ob-
ligated under Article 63(10) of MiCA to refuse authorization where the management body
ofthe applicant CASP poses risks to the entity, its customers or the integrity of the market,
or otherwise exposes the operator to a serious risk of money laundering or terrorist fi-
nancing, and where the applicant CASP itself or persons involved in its activities, such
as board members or shareholders, do not meet the criteria set for them in MiCA. Fur-
thermore, if the outsourced activities of a CASP are at a level that raises concerns for the

supervision, the application should be rejected.!*?

Under Article 59(4) of MiCA, authorized CASPs must continue to meet the criteria for
authorization at all times. The authorization may be withdrawn in whole or in part, under
the grounds set out in Article 64(1) and (2) of MiCA, if a CASP no longer meets the

criteria and has not taken the corrective action requested by the competent authority
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within the timeframe set. However, some activities and entities are fully exempt from the
obligation to apply for authorization as a CASP. According to Article 4(5) of MICA, an
authorization is not required for the provision of custody, administration or transfer ser-
vices for crypto-assets that fall within the third undefined category of crypto-assets, the
provision of which is exempt under already discussed Article 4(3) of MiCA. This exemp-
tion does not apply in situations where another offer of the same crypto-asset is made,
and that offer does not benefit from the exemption, or where the crypto-asset offered is
admitted to a trading platform. In addition to such activities, EMIs should be able to pro-
vide custody services of EMTs issued by them, without a prior authorization.'** Natural
or legal persons allowed to distribute EMTs under EMD?2 should also be exempt from the
requirement to seek authorization to provide crypto-asset services for the activity of the
placing of crypto-assets.'*> For both entities, this derogation is due to an effort to prevent

regulatory overlap.

4.3 Conduct of Business and Prudential Requirements

As authorized operators, CASPs have a comparable obligation to issuers of ARTs to act
honestly, fairly and professionally in the best interests of the clients and to provide them
with all the necessary information in a fair, clear and non-misleading manner laid down
in Article 66(1) and (2) of MiCA. Article 68 of MiCA imposes similar requirements on
CASPs as on issuers of ARTs regarding the character, competence and lack of criminal
record of persons profoundly involved with the business, such as board members and
shareholders. The same applies to proposed acquisitions, whose legal treatment for
CASPs mirrors that for issuers of ARTs.'*® In general, the level of regulation on CASPs
and issuers of ARTs is very consistent. This is probably due to the fact that the aim of
MiCA was to provide proportionate treatment for market participants, thereby giving
raise to equal opportunities in respect of market entry and development of the market. !4’
However, CASPs are not subject to as stringent disclosure requirements as issuers of
ARTSs. The disclosure requirements imposed on CASPs by Articles 66 and 69 of MiCA

mainly relate to changes in the governing body, informing customers about the risks of
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crypto-assets transactions, and providing specific information on the website of the ser-

vice provider.

Prudential requirements imposed on CASPs are primarily aimed at safeguarding client
assets. To achieve adequate protection of customers' funds, CASPs are required under
Article 67(1) of MiCA to always have prudential safeguards in place. The provision states
that such safeguards should consist of an amount equal to the permanent minimum capi-
tal, which according to Annex IV of MiCA is either EUR 50 000, 125 000 or 150 000
depending on the types of services provided, or an amount equal to one quarter of the
fixed overheads of the previous year, whichever higher. According to Article 67(4) of
MiCA, the prudential safeguards required may consist of own funds or an insurance pol-
icy covering the territories of the EU where the services are provided, or an equivalent
guarantee, or a combination of the two. In addition, to ensure compliance with MiCA,
CASPs are obliged to establish various internal policies, systems and procedures for safe-
guarding clients' funds and crypto-assets, as well as solid risk management and secure

ICT systems. '8

As mentioned earlier, one of the risk factors associated with CASPs is the outsourcing of
services and activities to third parties and also grounds for rejecting an application for
authorization. In an attempt to manage related risks, Article 73(1) of MiCA places all
responsibility for outsourced services and activities on CASPs themselves and empha-
sizes the need to ensure compliance with all other obligations laid down for such entities.
For example, CASPs must under Article 73(2) and (3) of MiCA have a comprehensive
policy on their outsourcing, as well as written contracts with all third parties. Addition-
ally, CASPs and third parties are required to make all necessary information available for
authorities to assess the compliance of the outsourced activities in accordance with Article
73(4) of MiCA. ESMA has also taken a position on the outsourcing of CASPs, especially
in terms of key functions and outsourcing to third countries. For such functions as internal
control, risk assessment and IT control, ESMA considered that while outsourcing parts

of these duties is possible, this should not jeopardize regulated entities' activities, effec-
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tive supervision by competent authorities or compliance with money laundering legisla-
tion.'* In this respect, the supervisory briefing also highlights the restriction on the out-
sourcing of anti-money laundering activities. Overall responsibility for this, as well as for
other important activities, should always remain with CASPs. On outsourcing outside the
EU, ESMA will require competent authorities to determine on a case-by-case basis
whether the activities are carried out in accordance with the requirements set out in

MiCA.'%°

While the level of regulation on CASPs is generally comparable to the regulatory stand-
ards placed on issuers of ARTs, MiCA also sets out specific requirements for each main
type of crypto-asset service separately. This follows the recognition amongst legislators
of the need to regulate crypto-asset services adequately, reflecting the specific risks and
challenges associated with each type of activity.!”! These requirements are covered in
Chapter 3 of Title V of MiCA, but it is not appropriate to go into their full content in
detail in this thesis. However, a few important points are of relevance. In terms of liability,
CASPs providing custody and administration of crypto-assets are liable to their clients
for any losses resulting from an incident related to ICT, including cyber-attack, theft or
malfunctions.'>? In this context, however, hardware or software providers of 'self-hosted'
or 'non-custodial' wallets have been excluded from the scope of MiCA, affecting the area
covered by the Regulation as a whole. Self-hosted and non-custodial wallets refer to wal-
lets that are controlled by the owner of the assets as opposed to a hosted wallet, where a
third party is responsible for the management, custody, security and use of the crypto-
assets on behalf of the owner.'** Another important matter is the obligation for CASPs
operating a trading platform to prevent and report market abuse. Article 76(8) of MiCA
requires such CASPs to inform competent authorities whenever they might identify cases
of market abuse or attempted abuse occurring on or through their trading systems. CASPs
operating a crypto trading platform should also have a transparent fee structure for the
services provided to avoid the placing of orders that could contribute to market abuse or

disorderly trading conditions.'>*
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5 Regulation of Market Abuse in MiCA

5.1 MiCA Provisions on Market Abuse in Relation to Other Legislation

The content of MiCA was heavily influenced by other existing legislation when it was
enacted. Consequently, MiCA incorporates many existing terms and concepts, such as
financial instruments defined in MiFID II and EMIs defined in EMD2, which contributes
to a deeper understanding of the crypto sector and allows for a better adaptation to the
scale of traditional finance. Using existing legislation as a basis for regulation of crypto-
assets is objectively reasonable. However, integrating existing terms and concepts into a
completely new area of finance without modification could also create challenges and
contradictions if these are not fully compatible with the crypto sector as such. In addition
to terms and concepts, MiCA incorporates almost directly equivalent provisions from
other legislation on various aspects. One such example is Article 61 of MiCA on the
principle of reverse solicitation, the content of which is very much in line with Article 42
of MiFID II. In general, MiFID II served as a basis for many of the provisions in MiCA
for a reason, as the sectors of traditional financial instruments and crypto-assets are be-

coming increasingly integrated.

The provisions on market abuse in MiCA, which cover issues such as insider dealing,
unlawful disclosure of inside information and market manipulation, are largely based on
the corresponding provisions of MAR. However, MiCA contains only seven provisions
on market abuse, compared to 39 related provisions of MAR. Legislators, when drafting
MiCA, recognized that as the issuers of crypto-assets and CASPs are predominantly com-
posed of small or medium-sized enterprises, it would be disproportionate to apply all of
the provisions of MAR to them.!*® In order to increase user confidence and market integ-
rity in the crypto-assets market, for MiCA, it was considered necessary to introduce new
and market-specific provisions on market abuse. Nevertheless, the final market abuse
provisions of the Regulation ended up being a reduced version of those in MAR, as can
be gathered from their number. The scope of the market abuse provisions of MiCA also
differs from MAR. As previously mentioned with regard to the geographical scope of
MiCA, the market abuse provisions of the Regulation cover all crypto-assets that have

been admitted to trading or for which an application to do so has been made. MAR, on
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the other hand, also takes into account the potential impact of assets for which this is not
the case.!*® Thus, the scope of the market abuse provisions of MiCA, even in its broadest
sense, leaves a gap that may allow for crypto-assets admitted to trading to be manipulated
by those not regulated due to the limitation. In addition, MiCA does not provide for crim-
inal sanctions for breaches of its market abuse rules, unlike MAR together with the Di-
rective on Criminal Sanctions for Market abuse 2014/57(EU ( Market Abuse Directive,
MAD II), leaving the matter to individual Member States to regulate, while also widening
the regulatory gap between the markets. Despite these deficiencies, many of the exemp-
tions to the market abuse provisions of MAR were excluded from MiCA, ultimately lead-
ing to a generally stricter regime in the crypto-assets market. These omissions, as well as
other shortcomings in the market abuse provisions of MiCA, are examined in more detail

in the following sections.

The new regulatory framework for market abuse in the crypto-assets market did not suf-
ficiently consider the complexity and specificities of the sector compared to traditional
financial markets. In particular, the previously discussed concerns about the broad geo-
graphical scope of MiCA and its market abuse provisions could pose problems for market
safety and the exercise of enforcement powers in the future. Along with the absence of
focus on the global and decentralized nature of the sector, MiCA also failed to address
issues such as the significance of the unique opening hours of the crypto-assets market.
The competent authorities will not have the same possibilities to monitor a global 24-hour
market when compared to a geographically and temporally limited market, which is the
case for most of the traditional financial markets.!>’ Insufficient and unclear regulation,
combined with a lack of a truly crypto-assets market-specific regulatory framework, can
ultimately lead to a decline in market integrity. Nonetheless, it should also be noted that
the market abuse provisions of MiCA are likely to be assessed and applied in the context
of MAR due to their interconnection. However, this in itself does not remedy the inade-
quacy of MiCA, and such future perspective also raises the question of whether specific
market abuse legislation is really necessary for crypto-assets, if it is, due to its shortcom-

ings, to be interpreted in the light of another legislation.
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As for the potential overlaps between MiCA and MAR, some problems may also arise in
the future with regard to the regulation of derivatives. Derivatives are financial contracts
that derive their performance from the performance of an underlying asset.!>® Derivatives
qualifying as financial instruments, as defined in MiFID II, and whose underlying asset
is a crypto-asset, are subject to MAR when traded on a regulated market, multilateral
trading facility or organized trading facility.'*® However, crypto-assets falling within the
scope of MiCA that are an underlying asset to those derivatives are subject to its market
abuse provisions.'®® A distinction can be made on this basis between crypto-assets that
serve as an underlying asset for derivatives, and crypto-assets that can potentially be clas-
sified as derivatives as such. In relation to the scope of MiCA, the latter group is particu-
larly interesting, and especially with regard to ARTs. As noted earlier in the thesis, the
value of ARTs is derived from one or more assets, such as official currencies, crypto-
assets or commodities, in a similar way to derivative contracts. ARTs could therefore in
principle be considered as crypto-derivatives and fall under the scope of MAR provided
that the derivative would fall under one of the categories of derivatives qualifying as fi-
nancial instruments listed in Annex I Section C, points (4)-(10) of MiFID II. In such de-
rivative contracts as defined in the above provision of MiFID II, the parties exchange cash
payments based on the difference between the contract price and market value of the un-
derlying asset.!®! Cash in this context would refer to currency, bearer-negotiable instru-
ments, commodities used as highly liquid stores of value and prepaid cards. Whether as-
sets with similar rights to derivatives, but which would be settled in ARTs, EMTs or other
crypto-assets rather than cash, fall under the category of derivatives listed in MiFID II is
unclear. Another problem with this approach is that MiFID II is a directive and not a
directly applicable EU regulation. Contradictions may arise if the Member States apply
either MiCA or MAR on a case-by-case basis, depending on how MIFID II is interpreted.

5.2 Misuse of Inside Information and Insider Dealing

5.2.1 Definition of Inside Information

The definition of inside information is provided in Article 87 of MiCA. With regards to

the misuse of inside information, it was noted during the enactment of MiCA that the
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legal certainty of crypto-assets market participants should be enhanced by defining two
elements essential to the specification of inside information, namely the precise nature of
that information and its potential impact on crypto-asset prices.!%? Information is consid-
ered precise under Article 87(2) of MiCA if it indicates existing or foreseeable set of
circumstances or a past or foreseeable event. However, such information has to be spe-
cific enough to draw conclusions about the potential impact of that set of circumstances
or event on crypto-assets prices. The definition of precise information can also include
details of future circumstances or events in relation to a protracted process, as well as
intermediate steps of that process. According to Article 87(4) of MiCA, information has
a significant effect on the prices of crypto-assets if it is of such a nature that a reasonable
holder of the asset would be likely to use it as a part of the basis for investment decisions.
Both of these elements should also be considered in preventing market abuse in the con-
text of crypto-assets markets and their functioning, considering, for example, the use of
social media, the use of smart contracts for order execution and the concentration of min-
ing pools.'® For example, concentration of 'mining pools' can be seen as a risk in relation
to both insider dealing and market manipulation. Mining pools are collectives of miners
who combine computational resources in order to obtain more stable and predictable in-
come.!'® The concentration of mining pools is significant, as miners have a big impact on
the functioning of blockchains. The significance of miners, as well as social media and

the use of smart contracts for order execution, will be further discussed later in this thesis.

It is provided in Article 87(1)(a) of MiCA that inside information for the purposes of the
Regulation consists of precise, not publicly disclosed, information on one or more issuers,
offerors or persons seeking admission to trading or on one or more crypto-assets, and
which, if made public, would likely have significant effect on the prices of those assets
or of the related assets. The provision is very similar to the corresponding provision in
Article 7(1)(a) of MAR. However, the MAR definition of inside information is limited to
information on issuers and financial instruments, whereas MiCA also includes infor-
mation on offerors and persons seeking admission to trading. This indicates that the def-
inition of inside information in MiCA is broader than that of MAR. It is added in Article

87(1)(b) of MiCA that in the case of persons executing orders for crypto-assets on behalf
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of clients, insider information can also mean any precise and significant information pro-

vided by a client with regard to pending orders

The relevance of inside information for market abuse reasons at the above scale and for
all the entities mentioned is debatable. For example, in traditional financial markets the
information on the issuer is of importance as the value of the asset being issued is often
linked to the value of its issuer, such as is the case with shares.'®> However, this is not
always the case in the crypto-assets market, as the value of stablecoins, for example, is
tied to fiat currencies or other assets and possibly secured by the reserve of the issuer. In
the case of utility tokens, the issuer plays a more prominent role if, for example, the
crypto-asset offers rights to certain future services or the opportunity to participate in the
project. With regard to crypto-assets belonging in the third undefined category, it should
also be recalled that the issuer, offeror and person seeking admission to trading of such
an asset may in principle all be different entities. In such a situation, for the offeror or the
person seeking admission to trading of such an asset who is not also the issuer, especially
the requirement under Article 88 of MiCA to disclose inside information, to be addressed
later in this thesis, may be overly burdensome. In the context of such an offer, where the
offeror can only influence the terms of the offer, or an admission to trading, where the
price of the crypto-asset is mainly determined by supply and demand, inside information
about the offeror itself or the person seeking admission to trading does not appear to have
a significant impact on the price of the asset.!%® The same would apply in such a situation
to members of management or shareholders of the entity, for example. Nevertheless, it
seems that the wording on the scope of MiCA on this issue may oblige offerors and per-
sons seeking admission to trading of such assets to disclose information about their busi-

ness to the public even after the related activities.

5.2.2 Prohibition on Insider Dealing and Definition of Insiders

The prohibition on insider dealing has been extended to the crypto-assets market in line
with the traditional financial markets. In the crypto-assets market, insider dealing can lead
to rapid price rises and falls, causing ordinary investors and traders to lose their funds. In
comparison to traditional financial markets, insider dealing in crypto-assets mainly occurs

in the context of currency launches, listings or delistings at exchanges and can result in
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manipulation of the prices.'®” The employees of these exchanges may profit from such
events by opening early trading positions. The prohibition of insider dealing is provided
in Article 89(2) of MiCA stating that no person shall engage, or attempt to engage, in
insider dealing or use inside information relating to crypto-assets, whether for their own

account or for the account of a third party.

Insider dealing is, according to Article 89(1) of MiCA, deemed to occur when a person
possesses inside information and uses it by acquiring or disposing, directly or indirectly,
of crypto-assets to which that information relates, either for their own account or for the
account of a third party. The use of inside information in relation to a crypto-asset by
withdrawing or modifying an already placed order or submitting, modifying or withdraw-
ing a bid by a person on their own behalf or on behalf of a third party, is also considered
insider dealing under the provision. In line with Article 8(2) of MAR, Article 89(3) of
MiCA explicitly prohibits persons in possession of inside information from recommend-
ing to another person the acquisition or disposal of such crypto-assets to which the infor-
mation relates or the cancellation or amendment of an order in respect of those assets. In
such situations, insider dealing occurs if the person making the recommendation or in-
ducement knows or should have known that it is based on inside information. In the case
of a legal person, the liability for the acts considered as insider dealing is attributed to the

natural person responsible.

Definitions of insiders generally distinguish between two categories: primary and sec-
ondary insiders.'%® The definition of primary insiders generally includes members of man-
agement and the supervisory or administrative bodies of the issuer and is sometimes ex-
panded to include employees, service providers and large shareholders. A secondary in-
sider is someone who receives inside information from someone else, for example due to
a special relationship with a person in possession of inside information, also known as a
'tippee’, or due to special circumstances, such as overhearing a conversation or acci-
dentally discovering confidential documents.'®” A division between primary and second-
ary insiders is also incorporated in MiCA. The list of primary insiders is set out in MiCA
89(5) and includes persons possessing inside information by virtue of being members of

the administrative, management or supervisory bodies of an issuer, offeror or the person
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seeking admission to trading of crypto-assets. The list also includes shareholders as pri-
mary insiders. In addition, primary insiders are those who have access to inside infor-
mation through their professional role or its connection to the underlying DLT or similar
technologies. The increased access to inside information by those involved in DLT is a
unique feature of the crypto-assets market and listing such persons as a primary insider
differs from the content of MAR. Lastly, in line with Article 8(4)(d) of MAR, persons
who obtain inside information through being involved in criminal activities are listed as
primary insiders. Under MiCA, secondary insider is any other person who possesses in-
side information if that person knows or should have known the nature of the information,

although the definition has not been specifically disclosed in the Regulation.

Notable difference between provisions on insider dealing of MiCA and MAR is that
MiCA does not include a legitimate behavior clause similar to Article 9 of MAR in rela-
tion to both insider dealing and unlawful disclosure of inside information, exempting per-
sons acting in conformity with the rules established. This suggests that the related provi-
sions on the use of inside information set out in MiCA are broader in scope and that
activities that would be permitted in traditional financial markets are not necessarily per-
mitted in the crypto-assets market. In addition, the corresponding requirements to draw
up a list of insiders under Article 18 of MAR or to disclose managers' transactions under
Article 19 of MAR have been completely omitted from MiCA. The omission of these
requirements is highly questionable, as they are also intended to enhance the detectability
of insider dealing and misuse of inside information. Moreover, given that the legislative
approach of MiCA was clearly intended to broaden the scope of misuse of inside infor-
mation and insider trading compared to traditional financial markets, it is surprising that

supervision of such activities has not been facilitated by solutions similar to MAR.

An interesting case in terms of the scope of MiCA and its provisions related to insider
trading is that of Nathaniel Chastain, a case pursued in the United States. Chastain was
sentenced to three months in prison for committing insider trading in NFTs in 2023.'7
While working at OpenSea, a large NFT marketplace, Chastain was responsible for se-
lecting NFTs to be promoted on the homepage of the company, which constituted confi-
dential information prior to publication due to the price implications of the release. From

June to September 2021, Chastain used this confidential business information from
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OpenSea to buy the NFTs about to be presented right before the launch in order to later
sell them at profit. To conceal his actions, Chastain used anonymous digital currencies,
such as Ether, and accounts for the purchases and sales on OpenSea. The case of Chastain
shows that NFTs are not as harmless as they seem. Despite their varying technical nature,
all NFTs can be misused as any other crypto-asset. Therefore, it is also relevant to look
at the case from the perspective of MiCA, since the Regulation excludes most NFTs from
its scope. The insider trading in the case involved information on several different NFTs
to be released for promotion, which all presumably had different characteristics, as most
NFTs have unique features. In such a single case of insider trading, it is thus possible that
some of the NFTs traded would fall within the scope of MiCA, for example being part of
a larger collection or series, but some would not, resulting in different NFTs being subject
to different rules. However, with regard to the broad scope of insiders discussed in the
previous section, employees who have such information of admission to trading of
crypto-assets and who are able to take advantage of such knowledge will always be in-
siders without exceptions, as the intention to request admission is in itself inside infor-

mation.'”!

5.2.3 Disclosure of Inside Information

Prohibition on the unlawful disclosure of inside information is laid down in Article 90 of
MiCA, while at the same time an obligation to properly disclose inside information to the
public is imposed in Article 88 of MiCA. According to Article 90(1) of MiCA, person in
possession of inside information must not unlawfully disclose such knowledge to another
person, unless acting in the ordinary course of their employment, occupation or duties.
As a result, disclosure of inside information is allowed, as long as it is done within the
limits of normal responsibilities of employment, occupation or duties. The conditions for
unlawful disclosure of inside information are also met under Article 90(3) of MiCA where
a person in possession of inside information attempts to influence another person to use
it and where the person disclosing the suggestion or inducement knows or should have

known that it was based on such information.

Issuers, offerors and persons seeking admission to trading are obligated under Article
88(1) of MiCA to disclose all inside information that directly concerns them to the public

as soon as practicable and in a manner that permits prompt access and complete, accurate
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and timely assessment by the public. Furthermore, it is added that the disclosure of such
inside information must not be combined with the marketing of the activities. The obli-
gation further requires issuers, offerors and persons seeking admission to trading to pub-
lish and maintain on their website all inside information disclosed to the public for at least
five years. Similarly to Article 17 of MAR, issuers, offerors and persons seeking admis-
sion to trading may, according to Article 88(2) of MiCA, postpone the disclosure of inside
information to the public under their own responsibility provided that all the conditions
laid down for doing so in the provision are met. Public disclosure of inside information
may be delayed, if an immediate disclosure is likely to prejudice the legitimate interests
of the issuers, offerors or persons seeking admission to trading, if such delay of disclosure

is not likely to mislead the public and if the confidentiality of the information is ensured.

5.2.4 Prohibition on Misuse of Order Information, and Front-Running

Front-running is a practice in which the service provider who receives a large buy or sell
order from a client holds acting on it until after personally executing an order for the same
asset for their own account.!”?> Later when the request of the client is executed, there is a
rise or fall in the price of the asset creating an instant profit for the service provider. Front-
running thus refers to, for example, when a service provider, such as a broker, uses the
information it receives from a client to its own advantage. Front-running is often used in
connection with the terms back-running and sandwich attacks. Back-running is a similar
technique to front-running except that the person seeks to have their transaction executed
immediately after a pending transaction rather than before it.!”* Sandwich attacks on the
other hand refer to the combination of front-running and back-running. Because there is
no single party playing the role of a broker in decentralized systems, the opportunity for
front-running, back-running and sandwich attacks arises for operators with an advanta-

geous position in the underlying infrastructure, such as CASPs.!"*

In an attempt to prevent front-running, Article 87(1)(b) of MiCA extends the definition
of inside information to information of a precise nature relating to the pending orders of
the client. However, in the provision, this extension is set out to apply only to persons
executing orders for crypto-assets on behalf of clients. Article 78(2) of MiCA also in-

cludes a direct requirement for CASPs executing orders to prevent its employees from
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misusing any information relating to client orders. The same obligation is imposed in
Article 80(3) of MiCA on CASPs receiving and transmitting orders for crypto-assets on
behalf of clients. It is also important to mention that MiCA does not explicitly prohibit
the misuse of order information with respect to CASPs other than previously mentioned.
For example, CASPs operating trading platforms may come into contact with the same
information as CASPs executing, receiving and transmitting client orders. Such a legis-
lative approach may cause problems of interpretation in the future, but it is nevertheless
clear that all CASPs are also subject to the general underlying principles and rules of

conduct set out in MiCA.

Although MiCA clearly prohibits the misuse of order information falling under the cate-
gory of inside information as regards the CASPs mentioned, the matter is not entirely
unambiguous in relation to public information. Articles 87(1)(b) and 80(3) of MiCA pro-
hibit the same CASPs as previously mentioned from misusing any information relating
to pending client orders. However, since this requirement is not limited to the misuse of
order data defined as inside information but to any information relating to client orders,
it remains unanswered whether certain CASPs are acting in breach of MiCA when using
public blockchain data available to everyone. The use of public blockchain data also
raises questions at a general level for market participants other than CASPs. For example,
it is unclear whether the use of publicly available data can even fall within the definition
of insider dealing in relation to individuals, such as members of management, who would
otherwise be subject to insider dealing regulation, or whether the activity in question is

merely market manipulation.

It is also important to note that front-running based on public market information, such
as breaking news, is not only legal, but serves as a basis for a multi-billion dollar high-
frequency trading economy, as automated market bots compete to profit from information
at extremely high speed.!” Similar to traditional finance, high-frequency trading bots are
constantly scanning the blockchain for arbitrage opportunities and gaining an advantage
over retail investors by building faster connections to access the public blockchain data.!”®
The success of many of the manipulation techniques typical to the crypto-assets market,

such as rug pulls discussed later in this thesis, may be due to the use of these trading
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bots.!”” Both MiFID II and MAR cover algorithmic and high-frequency trading, and Ar-
ticle 12(2)(c) of MAR, for example, defines algorithmic trading and high-frequency trad-
ing strategies as market manipulation if they have negative impact on the functioning of
the trading platform or other users.!”® However, MiCA does not offer a similar direct
answer, leaving open the question of the legality of the behavior. The 24/7 opening hours
of the crypto-assets market and the possibility of anonymity created by decentralized plat-
forms can pose problems in relation to high-frequency trading, as well as the resulting
lack of possibilities to intervene in manipulative activities in a market of this nature. In
relation to activities covered by MiFID II and MAR, the firm and venue should be able
to either stop an algorithm with a kill function or stop overall trading when noticing unu-
sual trading activity.!”” On decentralized exchange platforms, the use of a similar "kill
switch" is not possible in a similar way, as they operate on multiple servers without a
centralized control layer that would be able to perform this function. However, the possi-
bility of order information being misused in this way indicates precisely to the use of
smart contracts for order execution, a concern that the legislators raised as an important

aspect of market abuse when drafting MiCA.'8°

Some blockchain technologies are more prone to front-running than others. As a result of
such vulnerabilities, even ordinary users can exploit public blockchain data to pursue their
own interests. In particular, decentralized applications such as Ethereum are highly vul-
nerable to front-running due to the 'gas fees', or simply 'gas', required for every transac-
tion.'®! Gas fees refer to the transaction processing fees charged to compensate and in-
centivize the validators or miners of the blockchain network. Every participant monitor-
ing the 'mempool’, which again stands for the list of transactions waiting to be processed
by miners or validators and eventually included in a block, can potentially front-run un-
confirmed transactions by sending an adaptative transaction with a higher amount of
gas.!®? In particular, trading bots are often programmed to read public blockchain data
quickly and execute an order before ordinary users. Miners and validators are also able to

exploit this feature to manipulate the market and raise higher gas fees. This phenomenon

177 Cernera et. al 2023, p. 3359.

178 Article 17 of MiFID II and Article 12(2)(c) of MAR.
179 Cuk - Van Waeyenberge 2018, Chapter I1.2.

180 Recital 96 MiCA Regulation.

8l TRV Risk Analysis 2023, p. 15.

182 Thid, p. 15.

60



)83 and will be discussed in more detail

is as miner or maximal extractable value (MEV
later in the thesis in the context of manipulation techniques specific to the crypto-assets

market.

5.3 Prohibition of Market Manipulation

The provisions of market manipulation in MiCA are very similar in substance to Article
12 of MAR but have been adapted to better reflect the crypto-assets market. The prohibi-
tion of market manipulation is set out in Article 91(1) of MiCA and states that no person
shall engage or attempt to engage in market manipulation. All forms of market manipu-
lation that are directly prohibited by MiCA are listed below, as they will be referred to
later when reviewing different examples of market manipulation. Market manipulation
within the meaning of the Regulation is defined in Article 91(2)(a) of MiCA as entering
into transaction, giving an order to trade or other conduct which gives, or is likely to give,
false or misleading signals as to the supply, demand or price of crypto-assets or secures,
or is likely to secure, the price of one or more crypto-assets at an abnormal or artificial
level, unless carried out for legitimate reasons. The scope or definition of legitimate rea-
sons has not been defined in MiCA, leaving the interpretation unclear. In addition, Article
91(2)(b) of MiCA defines market manipulation as entering into a transaction, placing an
order or any other act or conduct that affects or is likely to affect the price of one or more
crypto-assets, using a fictional device or any other form of deceit or contrivance. The
dissemination of false or misleading information in the media or otherwise about the sup-
ply, demand or price of one or more crypto-assets, or which secures or is likely to secure
the price of one or more crypto-assets at an abnormal or artificial level, shall also be
considered market manipulation under Article 91(2)(c) of MiCA, if the person engaging

in such activity knew or should have known the nature of the information.

In addition to the above, according to Article 91(3)(a) of MiCA, market manipulation
constitutes securing a dominant position in the supply or demand of crypto-assets that
directly or indirectly results, or is likely to result, in the fixing of purchase or sale prices
or creates, or is likely to create, other unfair trading conditions. The definition of market
manipulation under Article 91(3)(b) of MiCA also includes placing, cancelling and mod-
ifying orders on a trading platform with the aim of interfering or delaying the operation

of the platform and making it difficult for others to identify genuine orders on the trading

183 Ibid, p. 15.
61



platform, including placing orders resulting in the disruption of the normal functioning,
giving false or misleading signals about the supply, demand or price of a crypto-asset, in
particular by placing orders to initiate or exacerbate a trend, or engaging in any activities
likely to have such an effect. In such cases, it is also a condition that the activity or be-
havior gives or is likely to give false or misleading signals about the supply, demand or
price of crypto-assets, or secures or is likely to secure the price of one or more crypto-
assets at an abnormal or artificial level. Finally, using the media to manipulate prices by
expressing an opinion on a crypto-asset while having previously taken positions on such
asset and not having simultaneously disclosed that conflict of interest to the public is
considered market manipulation under Article 91(3)(c) of MiCA. This includes the use

of both traditional and electronic media as a tool for manipulation.

Although the above-mentioned list of activities considered as manipulative is included in
MiCA, it does not contain a list of exempt market practices as in Article 13 of MAR.
While MiCA generally excludes all legitimate activities from the definition of market
manipulation, no further clarification on what constitutes as legitimate activity is pro-
vided. As a result, the scope of market abuse provisions in MiCA is much broader than
that of MAR, making it more stringent. In addition, MiCA does not include exemption
for buy-back and stabilization programmes as does Article 5 of MAR. Similar to strate-
gies employed in the traditional financial markets, these programmes are used in the
crypto-assets market for asset stabilization.'®* The lack of precise definition of legitimate
reasons or behaviors increases legal uncertainty and complicates the ability of market
participants to engage certain activities that may or may not fall under the definition of

market manipulation in MiCA.

5.4 Traditional Types of Market Manipulation

5.4.1 Pump and Dump

The majority of the most common forms of abusive behaviors occurring in traditional
financial markets are the same as those found in crypto-assets market.'8> The objective of
the following section is to identify and introduce few of the most common forms of mar-

ket manipulation in the financial sector and the ways in which they occur in the crypto-
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assets market. The first method of market manipulation to be considered is well-known
in traditional finance and is called 'pump and dump'. Pump and dump scheme is an ap-
proach which involves an entity accumulating a large amount of a target asset, typically
one with low market capitalization and low unit price, and subsequently promoting its
purchase as an opportunity for substantial future return. 3¢ The purpose of the promotional
activities is to create significant buying demand, which drives up the price (i.e. the
"pump"). As the promotion continues, and while others are still trying to enter, the initial
position is completely unwound for a substantial profit, halting the promotion and crash-
ing the price (i.e. the "dump"), often causing significant losses to those slow to react.
Pump and dump schemes are a form of market manipulation, which can be performed in
a number of different ways. The manipulation carried out with this method generally falls
within the prohibitions under Article 91(2) of MiCA but may also be prohibited under
inside information provisions of MiCA if the circumstances indicate that such infor-

mation has been used.

In the crypto-assets market, pump and dump schemes often manifest themselves in a way
that is distinct from traditional financial markets. Within crypto-assets market, trading
groups are formed on social media platforms where low market capitalization crypto-
assets are selected and advertised by administrators.'®” The parties involved in pump and
dump schemes often meet each other on social media, for example on WhatsApp, X or
Telegram, where misleading information is also spread. False and misleading information
is widely used in the crypto-assets market, where rumors and hype have a strong influ-
ence, to affect peoples' emotions. There is also no common EU regulatory framework
regarding the marketing of crypto-assets, which may contribute to facilitating the spread
of misinformation. When MiCA was enacted, the impact of social media in the crypto
sector was recognized as a risk factor, and especially in the case of market abuse, was
called for to be taken into account.!®® Another distinct feature of a typical crypto-assets
market pump and dump scheme is that it takes place in a short period of time, even within
minutes.'®® In this case, pump and dump is implemented by members of such trading

groups engaging in intensive purchasing, causing the price of the crypto-asset to rise, with
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the members often being aware of what is occurring and in spite of that willing to partic-

ipate in the belief that they can sell to others at a higher price.

5.4.2 Wash Trading

The next method of market manipulation under examination, also well-known in tradi-
tional financial markets, is called wash trading. Wash trading is a manipulation technique
based on trades being executed, and it is prohibited under Article 91(2)(a) of MiCA. Wash
trades are defined as entering into arrangements for the sale or purchase of a financial
instrument where there is no chance of beneficial interest or market risk.'*® This could
mean a person trading with themselves or, alternatively, with another party at a pre-agreed
deal and price. With wash trading, the aim is to artificially increase the number of exe-
cuted trades and thus the volume, while misleadingly raising the price of the crypto-asset
in question. By amplifying the activity data accessible to other investors, for example by
using bots, wash trades can make an asset appear more liquid or valuable than it truly is.
In the year 2024, according to a crypto compliance data and services provider Chainaly-
sis, suspected wash trading on selected blockchains Ethereum, BNB and Base could ac-
count for up to USD 2.57 billion in trading volume.'®! Even the crypto exchanges them-
selves may use wash trading as a way to inflate their traded volumes on purpose to attract
new users and crypto-asset issuers.!?> However, in the crypto-assets market, compared to
traditional financial markets, the main problem in terms of wash trading is the possibility
of greater anonymity amongst the operating entities, since the identity of the owners of
the accounts from and to which the transactions are made remains unknown.!** As a re-
sult, a single user can easily operate multiple accounts, especially when the creation of

accounts is often completely free of charge.

In the United States, the first-ever criminal charges for market manipulation in the crypto
sector, which took the form of wash trading and pump and dump schemes, were brought
in October 2024. Eighteen different individuals working at four major crypto companies,
known as 'market makers', were charged with conducting wash trades to create the im-
pression of high trading activity to attract new investors and raise the price of certain

tokens, only to eventually sell the assets and dump the price.'** Market makers, as the
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name implies, are large entities such as brokers, hedge funds and banks with the large
market shares that "create" markets by providing liquidity on both the buy and sell sides
and by influencing market price movements.'*> This case shows not only how young the
related global case law on crypto-assets market is, but also how widespread and large-
scale the abuse has already become. The largest of the companies involved in the market
abuse, Saitama, at one point had a multi-billion-dollar market value. ' In addition, more
than USD 25 million in crypto-assets was seized in the case, and several trading bots
responsible for millions of dollars' worth of wash trades in around 60 different cryptocur-
rencies were disabled. The use of bots leveraging smart contracts to influence the price
of crypto-assets, which has been highlighted in the context of front-running, is in itself a
concerning phenomenon, but even more so when such technologies are used by market
makers and crypto-asset providers themselves. Consequently, those wanting to invest in
the market need to be particularly careful not only about the types of crypto-assets they
choose, but also about their investment plan, so as not to be exposed to price fluctuations
that may be deliberately intended to influence investors. The impact of MiCA on the
problem remains to be seen, however, as the reality is that a large part of the crypto-assets

market, and therefore the major players, are located outside the EU.

5.4.3 Spoofing and Layering

Spoofing is a method of market manipulation that occurs when an entity tricks the market
into thinking that there is more demand to buy or sell a particular financial product that
is truly the case.'®’ This can occur by placing orders for a large number of the same prod-
uct with no intention of having the orders filled. Therefore, spoofing is manipulation
based on placing orders with the intention of driving up the price and finally allowing the
original entity to cancel the orders placed and dispose of the holding at a higher price than
would otherwise be possible. This also gives the public the impression of a highly liquid
and healthy market. Layering is also a market manipulation technique very familiar to
traditional financial markets and is considered to be a form of spoofing. Layering is the
process of placing large orders on one side of an electronic order book, which are lists of
current orders, often at prices unlikely to attract counter-orders, but which move the price

according to supply and demand, without any real intention of executing the orders.!'*®
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This is then followed by the execution of a usually much smaller trade on the opposite
side of the order book taking advantage of the movement and by the cancellation of the
large initial order. Spoofing and layering are both prohibited under Article 91(2) of
MiCA. Although the literature investigating spoofing occurring in any financial markets
is relatively scarce, it has been found that many of the financial assets targeted share
certain common attributes, such as higher return volatility, lower market capitalizations,
and lower price levels.!”® All of these features are very common amongst crypto-assets,

making them more likely to be subject to spoofing.

5.4.4 Stop-Loss Hunting and Whale Techniques

Stop-loss and take-profit are orders commonly placed by clients in the foreign exchange
market (Forex, FX), instructing the bank to buy or sell a specific amount of currency at a
specific price.??’ Stop-loss and take profit-orders can be left in place for a longer period
of time, for example overnight or until cancellation, allowing the client to relax in the
knowledge that any loss is limited or profit is guaranteed should the market reach a certain
level. These orders can also be used to monitor the market. Order books of exchanges can
provide valuable information about the balance between supply and demand in the mar-
ket, as well as indications in relation to the sensitivity of the market to specific prices.?’!
Stop-loss hunting or stop hunting occurs when market makers or crypto 'whales' push
market prices to touch a certain price level with the aim of triggering the highest number
of stop-losses from ordinary traders.??? After reaching a level flooded with stop-losses,

the market price usually reverses quickly, resulting in ordinary traders reacting too late to

price movements.

Crypto whales and market makers are both terms used to describe major players in the
crypto-assets market with huge amounts of wealth, although they are not exactly synon-
ymous. Whales differ from market makers in the sense that not all crypto whales are
market makers. Whales are large investors seeking to monetize the market, for example,
by creating supply shortage of certain crypto-assets by holding them for long periods of

time and by causing large price fluctuations and volatility in the market.??> As for stop-
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loss hunting in the crypto-assets market, crypto whales holding huge amounts of a partic-
ular cryptocurrency artificially increase liquidity by selling massive amounts of their
holdings, thus creating a spiral of sell orders that allows them to eventually buy the asset
back at lower price. In addition to stop-loss hunting, whales may also use other tech-
niques, such as spoofing and pump and dump schemes, to manipulate the market to their
advantage by artificially creating volatility and asset price fluctuation. Naturally, the mere
fact that a market participant sells or buys a large amount of crypto-assets does not di-
rectly make the activity market manipulation. However, if the apparent purpose of the

activity is price manipulation, such whale techniques are prohibited under MiCA.

5.4.5 DDoS Attacks

A distributed denial-of-service (DDoS) attack refers to an illegal attempt to disable the
service provided by a website or network by repeatedly sending a high volume of service
requests.’** The attacks are organized by a linked collection of "zombie computers",
known as a Botnet, which is remotely controlled by an underlying attacker.?’® Often the
individual zombies, or Bots, are malware-infected machines whose owners are com-
pletely unaware of their participation in an attack. Typical targets of DDoS attacks include
the servers of e-commerce or news websites, banks and government websites. DDoS at-
tacks in traditional financial and crypto-assets markets are very similar, although the at-
tacks against the latter may be motivated by different reasons. DDoS attacks may be mo-
tivated, for example, by the fact that attacks on currency exchanges have the potential to
be economically profitable for the perpetrators, while preventing others from buying or
selling creates an unfair financial advantage for the attacker at the expense of ordinary
participants.?’® The general form of the strategy used in cryptocurrency markets can be
divided into three phases: initial sell order, sustained DDoS attack and position accumu-
lation.?"” First, the attacker places a large sell order on the exchange right before the DDoS
attack commences. Next, the attacker launches the DDoS attack that prevents others from
participating in new trading. During the attack, the large sell order is filled, creating down-
ward pressure as buying volume decreases. In the absence of new buy orders, the price
continues to fall to fill the large sell order, causing a further downward spiral as stop-loss

positions begin to trigger. Eventually, the attacker stops the DDoS attack and is able to
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buy a large position at a low price. In the light of the above, it is thus clear that DDoS

attacks can be a very lucrative technique of market manipulation.

In the crypto-assets market, strong anonymity allows DDoS attacks to be carried out more
easily.’®® Another factor that can expose systems to attacks is their lack of security and
sophistication of the technologies. However, the requirements imposed by MiCA regard-
ing the maintenance of protective systems and mechanisms for CASPs operating in the
EU have improved this aspect. Even so, it is alarming that, for example, the European
Union Agency for Cybersecurity (ENISA), has recently published research in stating that
DDoS attacks are the biggest cyber threat affecting the EU in 2025, accounting for up to
46% of all threats detected during the monitoring period.?”” Within the crypto-assets mar-
ket, DDoS attacks can target the blockchain network itself or the exchange platforms on
which crypto-assets are traded. DDoS attacks against blockchain networks can cause de-
lays in transactions and increase gas fees as users race to get their payments through. For
example, on 14 September 2021, the Solana network was down for 17 hours due to a
denial-of-service attack.’!’ During the attack, bots were creating transactions which
flooded the network and caused many validators to crash forcing the network to slow
down and eventually stall. In addition, attackers may manipulate the market as described
above, or even blackmail the service provider to cease the attack. When exchange plat-
forms are targeted by DDoS attacks, users may be prevented from executing transactions
and accessing their funds. Such scenarios decrease users' trust in service providers and

market integrity.

5.5 Manipulative Activities Specific to the Crypto-Assets Market

5.5.1 Rug Pull Schemes and AMM Protocols

As noted before, the manipulation techniques occurring in crypto-assets market are in
many ways very similar to those used in traditional financial markets. Although the ways
of manipulation are very much alike, crypto-assets market is also characterized by its own
unique techniques. 'Rug pulling' is one such relatively new method of manipulation. Rug
pull schemes belong to the group of exit scams, i.e. scams in which the project developers

abandon the project and run away with investors' funds, but which take place in DeFi
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solutions instead of real life and often relate to new crypto projects.?!! As for the crypto-
assets market and its rapid growth, the emergence of DeFi prompted investors to transi-
tion from more controlled centralized exchanges (CEXs), such as Coinbase, to decentral-
ized exchanges (DEXs). DEXs are decentralized applications (dApps) for trading that run

on-chain powered by smart contracts without the involvement of third parties.*!'

In DEXSs, the fully decentralized nature of activities allows for anonymity and a higher
level of security, but also for low costs for users and almost non-existent oversight. DEXs
are ideally suited for rug pulls as the automated market maker (AMM) protocols often
used in such exchanges allow new trading pairs to be created and traded by other users,
while in CEXs the platform creates the pairs.>!3 Rather than matching the buy and sell
sides, as in traditional order-book-based exchanges, AMMs use a peer-to-pool method
where a digital pool of assets, known as a 'liquidity pool', contributed by liquidity provid-
ers acts as a single counterparty for each transaction.?!* As a result, users have access to
immediate liquidity without having to find a counterparty, whereas liquidity providers
profit from the supply of assets through exchange fees charged to users. In peer-to-pool
method, the price of an asset is determined algorithmically through a so-called 'conserva-

tion function', allowing the price to move only along predefined trajectories.?'

In the crypto-assets market, rug pull schemes can be implemented, for example, by cre-
ating one or more new tokens with no intrinsic value and enticing other users of the DEX
to exchange it for another valuable crypto-asset. One method is to create a coin with the
same name as an existing one to attract attention and to trick users into accidentally buy-
ing the wrong crypto-asset.2!® The scammers may also reach out to several prominent
people who create false hype around the project to attract other potential buyers and raise
the price of the token. In such cases, the "rugged" buyers are often unable to later swap
the scam token back for another crypto-asset with value. Attackers may also use wash
trading to attract more investors.?!” In such cases, the creator of the pool of scam tokens
tries to create the impression that the liquidity pool is active, by faking the trading volume

by repeatedly buying and selling tokens. Rug pulls are a very recent problem, but a big
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one. DeFi protocols have seen USD 211.9 million stolen via scam and rug pull schemes,
with at least 20 instances of scams mainly consisting of rug pulls, between 2020 and
October 2024.%!8 In the case of meme tokens, which are crypto-assets that combine inter-
net memes, trends or other humorous characteristics and investments, 62 % of the inves-
tors have become victims of rug pull scams.?'? Provisions on issuers of crypto-assets in
MiCA are particularly relevant in limiting the opportunities for rug pull schemes. Re-
quirements for issuers of crypto-assets laid down in MiCA, such as legal form, publica-
tion of the crypto-asset white paper and marketing communications, combined with other
operational requirements, could assist in preventing rug pull schemes in the future, as just
anyone can no longer issue tokens. However, as has been highlighted in this thesis, it is
also possible to circumvent these requirements, as well as the provisions of MiCA on

market abuse.

5.5.2 Flash Loan and Oracle Attacks

Flash loans, where the term 'flash' refers to the rapid execution speed of the transactions,
are uncollateralized loans where both the borrowing and repayment happen in one single
block on the blockchain.??® The atomicity of blockchains, a feature that allows multiple
transactions to be processed collectively in a single block or alternatively fail collectively,
allows flash loans to be uncollateralized and at the same time protects the lender.??! These
types of loans provide DeFi users the opportunity to access crypto-assets without collat-
eral, potentially in connection with complex trading strategies, such as arbitrage, collat-
eral swaps, or refinancing.??? This allows users to benefit from temporary price differ-
ences between DeFi protocols or to restructure positions in a single transaction. However,
according to a recent report published by EBA and ESMA on the developments in crypto-
assets, flash loans have also consistently been used as a source for various hacks and
attacks against DeFi protocols.??® As with other manipulation techniques specific to the
crypto-assets market, the use of flash loans for this purpose is easy due to their accessi-
bility, poor traceability and lack of cost. The report indicated that approximately 20 % of
value theft occurring in DeFi include the use of flash loan attacks, with the primary type

of attack being smart contract exploitation. Smart contract exploitation includes using,
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for example, reentrancy techniques, exploitation of diverse math, logic errors related to
swaps, incentive rewards or donation functions. This type of manipulation aims to shift

supply and demand in the market, often for less liquid crypto-assets.

According to the report, the second most common attacks exploiting flash loans are
mainly carried out through price manipulation, in particular by exploiting price infor-
mation provided by oracles.?** Oracles are used to allow smart contracts to access relevant
external or off-chain data through queries.??* The role of oracles is therefore to bring ex-
ternal information, such as information on asset prices, into the blockchain to be incorpo-
rated into the DeFi transaction flow, thus enabling the execution of smart contracts. There
are four main types of oracles: price, event, randomness and cross-chain oracles.??° Price
oracles are used to feed real-time information of all types of assets into smart contracts,
while event oracles provide information on real-world events, randomness oracles pro-
vide a source of randomness to lottery or gaming systems, and cross-chain oracles facili-
tate data transfer. The nature of external data extraction means that oracles are also vul-
nerable to manipulation of their data sources, as well as technological problems with re-

gard to the smooth flow of information and possible system crashes.

One example of the combination of flash loans and oracle manipulation to perform price
manipulation in the crypto-assets market is the case of Mango Markets, a decentralized
crypto exchange. The perpetrator Avraham Eisenberg was convicted for engaging in a
scheme to fraudulently obtain approximately USD 110 million worth of cryptocurrency
from Mango Markets and its customers by artificially manipulating the price of certain
perpetual futures contracts.??’ Perpetual futures are innovative products introduced with
DeFi that, unlike traditional futures, have no expiry date.??® This allows perpetual futures
to be held indefinitely without the need to roll over contracts as they approach expiration.
In the case, Eisenberg using different accounts on Mango Markets, sold and bought per-
petual future contracts on approximately 488 million MNGO tokens, and later executed
a series of large purchases of the low-traded tokens at progressively higher prices, artifi-

cially increasing their price on exchanges using price oracles.??” The large increase in the
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value of the holding allowed Eisenberg to use the virtually worthless position as collateral
to borrow and eventually raise over a hundred million dollars in crypto-assets. Once Ei-
senberg stopped manipulating the price of the MNGO token, a significant decline in the
prices of MNGO and MNGO perpetual futures subsequently occurred. From the perspec-
tive of crypto-assets market in the EU, the case is interesting as MiCA does not regulate
lending or borrowing of crypto-assets. Thus, flash loan attacks may not fall within the
scope of MiCA, but it will be interesting to see what the future application will be in

situations where oracle and loan manipulation techniques are combined.

5.5.3 MEYV Extraction

Miners and validators were previously discussed in the context of consensus mechanisms
and insider trading. Both of these entities are an integral part of DeFi and hold consider-
able power over the composition of blockchains. As mentioned earlier in the thesis, MEV
refers to the maximum value that miners, or validators in some blockchains, are able to
obtain by manipulating transactions. The nature of blockchains allows for decentralized
and competitive processing of transactions. Users of blockchains are able to accelerate
and influence the place of their transactions in the processing queue by increasing the
amount of gas fees they are willing to pay. These gas fees are paid to miners and validators
as compensation for the work they do. MEV extraction is based in the fact that in most
blockchains there are no restrictions on the exact order of transactions within a block.>*
The technique has existed since the emergence of blockchains but became popular in
2020 with the growth of DeFi and the development of trading bots designed to exploit the
inefficiencies of DEX protocols. The benefits of MEV extraction include facilitating price

discovery, creating more efficient markets across centralized and DEX platforms, as well

as enabling arbitrage, and faster transaction execution.?!

Given that miners and validators have the discretion to include or exclude transactions
from blocks, it has been observed that MEV extraction can also be abused by prioritizing
transactions at the expense of other users.?*? Crypto-assets market participants seeking to
profit from MEV extraction are sometimes just individuals using a single algorithm or

trading bot, but who can accumulate substantial profits in a short period of time.?** For
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example, in 2023, a bot used to exploit MEV extraction made millions in proceeds in just
three months through arbitrage and sandwich attacks.?** Such bots are similar to trading
bots used in front-running, efficiently analyzing mempool data and implementing tar-
geted strategies to maximize profits from MEV extraction by offering miners and valida-
tors higher gas fees. MEV extraction bots may use legitimate methods, such as arbitrage
or front-running based on public blockchain information, but they can also be used ille-
gally to manipulate prices of crypto-assets. MEV bots and arbitragers can also share char-
acteristics with wash trading, as they buy and sell the same token pairs in very short time
intervals.?*> However, this activity is typically not aimed at increasing volume, but rather

than at exploiting arbitrage opportunities.

MiCA does not explicitly mention or prohibit MEV extraction or the use of MEV bots.
In its consultation paper on the prevention and detection of market abuse, ESMA initially
proposed that MEV extraction should be considered as market abuse, and stated that the
activity would fall under the reporting obligation of persons professionally arranging or
executing transactions, which is discussed next in this thesis.?*® However, after receiving
responses to the consultation, and when a significant number of respondents were of the
opinion that miners and validators should be excluded from this obligation, ESMA also
accepted this approach.”>’” ESMA also added that miners and validators would still be
held liable if they act in breach of market abuse provisions of MiCA. The rationale of for
excluding miners and validators from the reporting obligation was, for example, that such
an approach might encourage such entities to leave or avoid establishing in the EU, com-
plicating the supervision of EU CASPs as they might outsource services to these entities
and push innovation abroad. Fourteen respondents had also objected to the mechanical
presumption of MEV extraction activities as market abuse proposed in the consultation
paper, since its primary purpose is to compensate good actors for the work performed.?*
These respondents argued that whilst some types of MEV extraction activities are inher-
ently abusive, such as sandwich attacks or using inside information from private mem-
pools, other types are a legitimate practice that facilitate arbitrage between decentralized
exchanges or identify opportunities to realize DeFi positions. EBA and ESMA have

acknowledged that MEV extraction activities are widespread in DeFi, and therefore the
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negative externalities need to be further examined.?* It is likely that cases related to MEV
extraction will be examined on a case-by-case basis in the future, but if abuses occur,

EBA and ESMA may change their approach.

5.6 Prevention and Detection of Market Abuse

Persons professionally arranging or executing transactions (PPAETS) are required by Ar-
ticle 92 of MiCA to put in place effective arrangements, systems and procedures to pre-
vent and detect market abuse. PPAETS are then obliged to report to the competent author-
ity, without delay, any reasonable suspicion or risk of possible market abuse. The com-
petent authorities receiving a suspicious transaction or order report (STOR) are responsi-
ble for transmitting such information to the competent authorities of the possible trading
platforms concerned. The definition for PPAETs is not provided in MiCA but can be
found in MAR. Article 3(1)(28) of MAR defines PPAETsS as persons professionally en-
gaged in the reception and transmission of orders for, or in the execution of transactions
in, financial instruments, in line with the purposes of traditional financial markets. How-
ever, MiCA contains no reference to this article of MAR, leaving the definition of
PPAETs in the crypto-assets market completely unspecified. ESMA has defined STOR
as the report on suspicious orders or transactions, including any cancellation or modifi-
cation thereof, and other aspects of the functioning of the DLT where circumstances
might exist indicating that market abuse has been committed, is being committed or is
likely to be committed.>** STOR is only intended to report orders, transactions and other
DLT-related matters and should not be used in relation to other types of fraud such as
scams, payment fraud or account takeover that not do not have an identifiable link to
market abuse.?*! Article 16 of MAR on prevention and detection of market abuse in tra-
ditional financial markets was used as a basis for Article 92 in MiCA, and the provisions

share many common features.

ESMA was given a mandate in Article 92(2) of MiCA to develop draft regulatory tech-
nical standards (RTS) to further specify the details concerning the measures to be taken
under the above-mentioned provision. In December 2024, ESMA issued its draft RTS

specifying certain requirements in relation to the detection and prevention of market
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abuse under MiCA. As the scope of PPAETs is not defined in MiCA, ESMA briefly ad-
dressed the matter in the report submitted with the draft RTS. According to ESMA, the
definition of PPAETsS for the purpose of Article 92 of MiCA covers CASPs that operate
a trading platform or provide services related to crypto-assets, such as receiving or trans-
mitting orders on behalf of clients, portfolio management and the exchange of crypto-
assets for funds or other crypto-assets.?** Furthermore, the definition of PPAETS also
covers persons dealing on their own account in crypto-assets on a professional basis or as
a part of their business activity. ESMA stated in its final report on the draft RTS that a
person having a staff or structure dedicated to systematic trading on their own account,
such as a trading desk, indicates that the person falls within the definition of a PPAET.?**
Despite this analysis, ESMA concluded that the definition of PPAETs should not be spec-
ified in the RTS in order to maintain a broad scope and to allow for supervisory experi-
ence to be used to further define the category in the future.>** Therefore, it is still unclear

at present who is responsible for monitoring and preventing market abuse.

As regards the requirement for PPAETs to put in place effective arrangements, systems
and procedures to prevent and detect market abuse, ESMA expressed its views on the
level, quality and methods required in its final report accompanying the draft RTS. The
draft requires PPAETS to establish arrangements, systems and procedures that ensure an
effective and ongoing monitoring of transactions, orders, and other aspects related to the
DLT and allow for the reporting of STORs to the relevant competent authority.?*> ESMA
stressed that the systems, arrangements and procedures developed should be proportion-
ate and appropriate to comply with the STOR regime, taking into account the size, nature
and scale of the business conducted by PPAETSs, and updated regularly. The draft RTS
also establish certain required technical capabilities for the operation of PPAETS, includ-
ing a software capable of preventing market abuse in real-time and operating in an algo-
rithmic trading environment.?*® However, one of the key elements set out in the draft RTS

to prevent market abuse is the requirement for a certain level of human interaction. While
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the software may be able to prevent market abuse in real time, an appropriate level of

human analysis is always required to further ensure market safety.?*’

As for the extent of these systems, arrangements and procedures, the full range of trading
activities undertaken by PPAETSs should be covered and the monitoring of every transac-
tion and order should be enabled, whether occurring on or off of a trading venue.?*3
ESMA complemented the latter requirement by specifying that the monitoring should
encompass off-chain transactions, such as transactions between a crypto-assets trading
platform and its users, as this is where most of the trading takes place.>*’ As regards on-
chain transactions, PPAETSs should monitor on-chain transactions falling under their busi-
ness activity but not beyond that. Such situation arises, for example, where a PPAET is
directly involved in the on-chain transaction, for instance as a sender or recipient. Partial

outsourcing of the mechanisms required by the draft RTS is allowed for PPAETs, as long

as the responsibility for preventing market abuse remains with the operating entities.

ESMA was also given a mandate under Article 92(3) of MiCA to issue guidelines on
supervisory practices for competent authorities to prevent and detect market abuse before
the end of June 2025, if not already addressed in the RTS. ESMA issued its final report
on the topic on 29 April 2025 and called on competent authorities to develop and maintain
a good understanding of, and a risk-based forward-looking approach on the risks posed
by CASPs and issuers directly supervised, as well as other persons, such as traders, miners
and relevant persons active on social media, whose activities may constitute market
abuse.?? In this context, ESMA refers in particular to acts such as order book manipula-
tion, MEV extraction and dissemination of false or misleading information. Competent
authorities were also encouraged to include in their supervisory activities manipulative
practices that stem from the specific technology behind blockchains or the ways in which
crypto-assets are offered or evaluated.?! For the latter, ESMA mentioned, as an example,
the manipulation of the supply of tokens, likely referring to activities such as the promo-
tion of new crypto-assets for the purposes of pump and dump schemes or rug pulls, and,

in relation to stablecoins, in particular ARTs, the assessment of the backing assets. In
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addition, competent authorities were urged to monitor social media to cover risky infor-
mation posted on crypto-assets, and to take into account the persons in possession of in-
side information, in particular employees of CASPs aware of the decision to list a new
token, or miners and validators who engage in front-running or influence the flow of val-

idated transactions.>?

252 Ibid, p. 16.
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6 Concluding Remarks

Answer to the First Research Question

MiCA seeks to improve market integrity and investor protection by imposing regulatory
obligations on market participants to prevent market abuse in the crypto-asset sector.
However, while the efforts to regulate the crypto-asset market participants in terms of
market abuse are evident, many of the provisions concerning market abuse in MiCA are
either ambiguous, overbroad or insufficient. In line with the objective, MiCA introduces
a framework for the issuance, offering, and admission to trading of crypto-assets, and
establishes authorization and conduct requirements for CASPs. Specifically, MiCA im-
poses differentiated obligations based on the classification of the crypto-assets. Issuers of
EMTs and ARTs are subject to more stringent regulation, including mandatory authori-
zation, transparency, and disclosure requirements. Certain CASPs, such as those operat-
ing trading platforms, are further subject to specific obligations laid down in MiCA aimed
at detecting and preventing market abuse, including, inter alia, robust trading systems,
transparent fee structures, and mandatory reporting. While MiCA establishes a general
obligation in Article 92 of MiCA for persons professionally arranging or executing trans-
actions to prevent and detect market abuse, the ambiguity surrounding the personal and
material scope of these obligations, particularly for persons not expressly included within

the regulated entities, undermines their practical enforceability.

In general, when examining the regulatory solutions made regarding the market partici-
pants, seems that the legislators lacked a thorough understanding of the functioning of the
crypto-assets market and what kind of behavior is common in practice. Furthermore,
MiCA did not really succeed in achieving its objective of facilitating the operation of
small and medium-sized enterprises by establishing tailored, market-specific rules on
abuse within the crypto-asset sector either. The scope of market abuse provisions of
MiCA has been extended in the absence of explicit exemptions or definitions of legitimate
market behavior, thereby introducing legal uncertainty. In addition, MiCA extends the
concept of insider trading and the misuse of inside information beyond the parameters
established under MAR but fails to provide supervisory authorities with corresponding
enforcement tools. The lack of precise definitions and supervisory mechanisms impedes
effective implementation and enforcement, particularly in cross-border contexts involv-

ing third-country entities operating under reverse solicitation. The regulatory gaps in the
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regulation concerning market participants are particularly challenging for entities that are
already active in traditional financial markets and are now seeking to enter the crypto-
assets space, as activities that are either clearly permitted or prohibited under MAR are
often ambiguous under MiCA, creating confusion and risk. Despite these shortcomings,
both ESMA and EBA will continue to monitor market developments and provide further
guidance. However, while such guidance is beneficial, it does not remove the general

problematic nature of MiCA.

Answer to the Second Research Question

The current regulatory framework established by MiCA proves inadequate when assessed
against the unique features and abusive practices that exist in the crypto-asset sector.
While MiCA purports to provide a comprehensive framework for market abuse in the
crypto-assets market, its substantive provisions often fall short due to being overly broad,
excessively vague, or insufficiently responsive to specific risk factors inherent in the mar-
ket. The legislative intent behind MiCA appears to have been driven by the inherent ten-
sion between preventing market abuse and preserving room for innovation. This conflict
manifests in a framework that lacks clear provisions in a number of critical areas, such as
the impact of social media, the exploitation of smart contracts for manipulative order ex-
ecution, and the concentration of power within mining pools, each of which presents de-
monstrable risks. MiCA does not give specific rules on regulating such matters, even
though their impact was recognized by the legislators. Furthermore, the exclusion of min-
ers and validators from the direct regulatory scope of MiCA represents a significant over-
sight, particularly in the context of practices such as MEV extraction and high-frequency
trading facilitated through automated trading bots. The absence of definitions or tailored
obligations for such strategies leave substantial regulatory gaps, especially when such
techniques can amplify volatility or distort price formation. This omission is further ex-
acerbated by the global and decentralized nature of the crypto-asset market, where a sig-
nificant portion of activity originates outside the EU, thereby reducing the practical reach

of the enforcement mechanisms of MiCA.

The challenges posed by DeFi infrastructures, including AMMs, DEXs, and self-hosted
or non-custodial wallets, highlight the limits of the regulatory scope of MiCA. While the

Regulation imposes certain obligations on centralized CASPs, it excludes most decentral-
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ized technologies from its scope, thereby allowing for continued anonymity, lack of over-
sight, and exposure to abuse techniques such as rug pulls or wash trading. The DLT Pilot
Regime may offer an insight on the legislation of such novel technologies, but until a
comprehensive regulatory approach is adopted for DeFi, the ability of MiCA to address
abuse remains fundamentally constrained. In addition, MiCA does not resolve critical
questions of liability in decentralized environments. Where code errors in autonomous
systems lead to investor loss without any malicious intent behind the activity, the Regu-
lation provides no clear redress or apportionment of liability, leaving a gap that under-
mines investor protection. Given the limited added value of MiCA compared to MAR,
and in particular the failure to take into account the 24-hour trading and global reach of

crypto-assets market, a more nuanced and robust framework is required.

Lastly, and despite all these shortcomings, MiCA represents an important foundational
effort in regulating crypto-assets. While there is no one big problem with MiCA, and the
Regulation has achieved many of its objectives, the accumulation of smaller gaps and
shortcomings takes away from the relevance of its provisions and makes it difficult for
those in the market to operate. All these flaws also render the Regulation inadequate for
the full prevention of market abuse in the crypto-assets market. However, allowing the
monitoring of the progress of developing markets is important and in the case of MiCA,
the challenging market conditions will increase the level of commitment required from
legislators. It is still debatable whether it was necessary to enact such a flawed framework
only to allow the EU to be the first player to regulate the market more comprehensively,
or whether it would have been more sensible to extend the provisions of MAR to crypto-
assets while a high-quality legislation on the market is being developed. Nevertheless, it
is possible, that issues now fully or partially excluded from the scope of the Regulation,
such as DeFi protocols, lending and borrowing of crypto-assets, miners and validators,
self-hosted and non-custodial wallets, as well as NFTs may be fully addressed in the near

future in a possible MiCA II Regulation.

80



