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Executive Summary

Digitalisation  is  rapidly  changing  the  availability  of  information  and
services online. This is accompanied by cutbacks to physical services in an
attempt  to  save  costs  and  increase  efficiency.  Digital  skills  have  thus
become critical to accessing and benefiting from developments in the digital
age.  This  may  have  implications  for  social  inclusion  in  geographically
peripheral and sparsely populated areas such as the European High North
(EHN).  To  address  this,  we  used  a  modified  framework  of  human  and
cybersecurity. Analysis of our fieldwork data indicated that this framework
supports some of the key insights in the literature on digital divides in rural
areas. Firstly, digitalisation is seen as highly beneficial to the EHN because
it  enables  people to live,  study and work in  peripheral areas.  Secondly,
people  distinguish  between  different  uses  of  information  and
communication technologies (ICTs). Some services, such as online banking,
are  perceived  as  more  beneficial  but  also  more  complex  than  others.
Thirdly, younger family members are an important resource to many elderly
people when using digital  technologies.  Lastly,  not  all  services  are fully
accessible, especially for people with visual impairments. Additionally, the
provision of services in Sámi languages is often not prioritised. Overall, our
findings show that digitalisation provides new solutions and opportunities
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that  are  crucial  in  remote  areas  like  the  EHN.  However,  unless  its
limitations  are  seriously  considered,  sections  of  the  population  may  be
excluded from its full benefits.

 4.1 Introduction

Our  research  explores  the  relationship  between  digitalisation  and  social

inclusion/exclusion in the European High North (EHN).  Specifically,  we

examine social exclusion from the perspective of human security, arguing

that this should be incorporated into a broader conception of cybersecurity.

This means that the enabling and constraining aspects of digitalisation and

digital  technologies  can  be  considered  at  the  individual  and  community

level in terms of protecting citizens’ freedoms from fear and want. In order

to  gather  primary  data  for  our  case  studies,  we  conducted  fieldwork  in

northern  Finland  and  Norway.  Both  field  trips  involved  semi-structured

interviews with key informants in the region. The qualitative data generated

by the interviews support some of the key insights in the literature on digital

divides in rural areas. 

 4.2 Theoretical framework

Our  theoretical  framework  bridges  the  literatures  on  security  and  social

exclusion,  showing  how  exclusion  can  be  thought  of  as  an  element  of

human security and why the security of individuals and communities should

be integrated into the wider cybersecurity debate. We briefly define these

concepts below and integrate them into a single research framework, which

is then applied to the EHN case study.
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 4.2.1 Security

Traditional approaches to security within international relations focussed on

military threats to sovereign states (Mearsheimer, 2001; Morgenthau, 1973;

Waltz, 1979). This narrow understanding of security was proposed in the

1980s during the post-Cold War period due to the emergence of a broader

security  agenda  encapsulating  additional  sectors,  such  as  environmental,

economic and societal security (Barnett, 2001; Buzan, 1991; Buzan, Wæver,

& de Wilde, 1998; McSweeney, 1999). This transition from a state-centric

and  military  focussed  understanding  was  reinforced  by  the  subsequent

emergence of critical security approaches (Booth, 2007; Holland & Jarvis,

2015; Sheehan, 2005; Wyn Jones, 2007) and by the adoption of a human

security  approach  by  the  United  Nations  Development  Program (1994).

These  developments  made  it  possible  to  address  security  not  simply  in

terms of additional sectors but, crucially, to focus on the individual human

being or sub-state communities as the referent object (Booth, 2005, p. 22).

 4.2.2 Cybersecurity

When the concept of cybersecurity emerged, this too was initially narrow in

scope,  focussing  on  the  identification  and  protection  of  critical

infrastructures. The human being was generally excluded from the pool of

potential referent objects and had the status of the weakest link, threat or

victim (Dunn Cavelty, 2014, pp. 703–704). By shifting the referent object of

cybersecurity  to  the  human  being,  it  became  possible  to  analyse

cybersecurity not simply in terms of the problematic dimensions of human

cyber use but in terms of its enabling and constraining effects.
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 4.2.3 Human security

The 2003 report  by the Commission on Human Security  defined human

security as:

The protection  of  the  vital  core  of  all  human lives  in  ways  that
enhance  human  freedoms  and  human  fulfilment  …  [including]
processes that build on people’s strengths and aspirations. It means
creating  political,  social,  environmental,  economic,  military  and
cultural  systems that  together  give  people  the  building  blocks  of
survival, livelihood and dignity (p. 4).

Creating a framework for human cybersecurity requires a brief unpacking of

the concept of freedom. In human security,  freedom from fear and want

corresponds to the notions of negative and positive freedoms (Alkire, 2003).

As such, freedom from fear is concerned with survival and is protected by

civil  and  political  rights.  In  the  digital  world,  therefore,  threats  to  the

freedom from fear  component of  human cybersecurity include threats  to

privacy and freedom of expression as well as theft and fraud. Subsequently,

freedom from want is concerned with livelihood and dignity and is realised

through economic, social and cultural rights. In the digital world, this covers

issues such as economic and educational opportunities as well as access to

services. Defined this way, the concept of human security embraces many

of the dimensions prominent in the social exclusion literature.  From this

view, human security can be considered ‘a comprehensive approach that

integrates  the  notion  of  social  exclusion  and  links  it  to  an  extended

framework  that  includes  economic  security,  health,  education,  conflict,

governance and migration perspectives’ (Sokoloff & Lewis, 2005, p. 6).
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 4.2.4 Social exclusion

There is no generally accepted definition of social exclusion, but some of

the most widely used definitions have clear commonalities. Burchardt, Le

Grand and Piachaud (2002) argued that an individual is socially excluded if

they do not participate in key activities in the society in which they live,

though  this  is  a  rather  broad  definition.  Sen  (1999)  noted  that  social

exclusion may result from a lack of the capabilities required to participate in

the experiences that lead to social inclusion. Often, the concept is associated

with explicit citizenship rights (Berghman as cited in Noll, 2002, p. 56).

Levitas et al. (2007) offered the following definition:

Social  exclusion  is  a  complex  and  multi-dimensional  process.  It
involves the lack or denial of resources, rights, goods and services,
and  the  inability  to  participate  in  the  normal  relationships  and
activities, available to the majority of people in society, whether in
economic,  social,  cultural  or  political  arenas.  It  affects  both  the
quality of life of individuals and the equity and cohesion of society
as a whole (p. 9).

Byrne (1999) also emphasised the deprivation of social goods as a form of

exclusion.  There  are  thus  clear  similarities  between the  social  exclusion

concept and the prominent criteria in various definitions of human security.

Restricted access to opportunities and limited capabilities to capitalise on

these,  along  with  reference  to  the  social  and  economic  dimensions  of

exclusion, seem to characterise most of the above definitions. Thus, social

exclusion is more than material deprivation. Rather, it is the relative lack of

economic, social and cultural capital required to realise human freedoms.

Social  exclusion therefore  hinders  freedom from fear  and freedom from

want  and  as  a  consequence  constrains  the  individual’s  or  community’s
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ability to access and capitalise on opportunities and achieve security. Below,

we clarify what this means from a human cyber perspective.

 4.2.5 Measuring social exclusion

When  studying  social  exclusion,  it  is  useful  to  view  it  through  a

constructivist  lens.  This  highlights  that  the  concept  is  highly  normative;

many definitions of social exclusion refer to exclusion from activities that

are normal or available to the average or majority of citizens. Because of the

relative and normative nature of social exclusion, there is reason to question

some of the quantitative indicators often used to measure it. For example,

van  Regenmortel  et  al.  (2016,  pp.  333–334)  argued  that  the

operationalisation  of  social  exclusion  varies  between  cases,  as  the

experience of social exclusion is context dependent. A universal measure of

social exclusion variables will not be appropriate or applicable in all cases,

which is the case with existing research on social exclusion and the elderly.

For example, labour market participation among older people who receive

old age pensions can differ from country to country. Continuing to work

after pension age may signify financial stress, but for others, it may be a

result  of  high work  satisfaction.  Thus,  labour  market  participation as  an

indicator of social exclusion ignores the motivation behind the participation.

By emphasising agency, the notion of social exclusion can be problematised

further. For example, a study that took place in rural Northern Finland found

that youth narratives contradicted and contested the dominant discourse of

social exclusion. They emphasised that people choose to live there and can

experience  life  satisfaction  differently.  The  young  people  in  the  study

wanted  the  researchers  to  recognise  that  ‘staying  in  a  rural  village  can
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indicate  a  successful  life’  (Lanas,  Rautio,  &  Syrjala,  2013,  p.  393).

Similarly, a growing body of literature on elderly people’s relationship to

digital technologies has shown that motivation might be one of the most

important reasons for little or no use (Dahlberg, 2012; Lüders & Brandtzæg,

2016; 2017; Slettemeås, 2014). Older people may not feel the need to use

digital technologies, or they may choose to prioritise other activities. In this

view, choosing not to engage with digital technology is not necessarily a

sign of social exclusion but may instead be a deliberate choice about how to

spend one’s life and how to achieve individual wellbeing. Thus, while self-

exclusion  from opportunities  only  available  through  the  use  of  ICTs  or

proximity to an urban area may lead to some forms of objective material

deprivation,  they  do  not  necessarily  lead  to  feeling  socially  excluded.

However, as Reneland-Forsman (2018, p. 335) pointed out, the notion of

agency is a difficult  one from a structural  point of view, ‘as “choice” is

clearly embedded within a social context and expectations that will shape

what is often referred to as “choices”’.

 4.2.6 Digital divides

During  the  1990s,  a  new  dimension  of  social  exclusion  began  to  be

discussed; this idea of social exclusion resulted from limited access to ICTs

and is referred to as the digital divide. The divide is understood in terms of

access  to  and  usage  of  digital  technologies,  or  a  divide  between  the

information poor and information rich (Wresch, 1996). It is an example of

social exclusion because ‘digital exclusion involves the unequal access and

capacity to use … [ICTs] that are seen as essential to fully participate in

society’ (Hope, Martin & Zubairi, 2016, p. 2). Today, the field has moved
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from the exclusively access-based digital divide research to a greater focus

on variations  in  skills  and  usage  (Scheerder,  van  Deursen,  & van  Dijk,

2017).

As argued above, there is a clear component of relativity and self-perception

in how social exclusion is experienced. This extends to digital exclusion as

well;  Helsper  (2017)  therefore  adopted  a  relative  deprivation  model  to

digital  inequality.  She  suggested  that  an  individual  may  be  relatively

deprived  in  the  objective sense  but  may not  experience  subjective (self-

perceived)  relative  deprivation.  If  a  person  sees  no  value  in  digital

technology, does not expect to adopt it in the future and does not have the

abilities  needed to use  it,  they might  not  feel  like they are at  an unjust

disadvantage. This could help to explain why 71% of Norwegian elderly

non-users feel that they cope just fine in their everyday lives (Slettemeås,

2014, p. 74).

As  with  social  exclusion,  digital  exclusion/inclusion  is  mediated  by  an

individual’s economic, cultural and social capital. Selwyn (2004) therefore

used the term technological  capital, which includes aspects of traditional

capital  (Bourdieu, 1986) but also highlights their relevance to the digital

world. Thus, economic capital includes the ‘economic capacity to purchase

ICT hardware and software’,  cultural  capital  is  the ‘participation in  ICT

education  and  training’  and  social  capital  encompasses  ‘networks  of

“technological  contacts”  and  support’  (Selwyn,  2004,  p.  355).  The

technological capital of an individual influences their digital access on all

levels (motivation, access, skills and usage), producing unequal outcomes

which  have  implications  for  social  exclusion  (see  Figure  1).  Digital

outcomes that enable participation and enhance capital can facilitate social
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inclusion,  whereas  digital  processes  which  essentially  reproduce  offline

inequalities constrain human opportunity and security.

Figure 1. Levels of ICT access and its relationship to offline circumstances (van Dijk, 2005).

 4.3 Case study: Elderly in the EHN

 4.3.1 Background

The  peripheral  geographical  location  of  the  EHN  represents  several

challenges  and  the  potential  for  cumulative  disadvantages.  Its  remote

location  (in  comparison  to  its  populated  southern  centres)  and  long

distances mean that restricted or missing mobility can become a barrier to

opportunities in general and to community inclusion specifically (Kenyon,

Lyons,  &  Rafferty,  2002;  Kilpeläinen  &  Seppänen,  2014).  As  physical

62



public services are withdrawn, those who cannot or will not engage online

are  at  a  greater  risk  of  exclusion  (Hodge,  Carson,  Carson,  Newman,  &

Garrett, 2017; Warren, 2007). Inequality of access in terms of bandwidth,

technology and literacy is a  persistent  problem across  the Arctic  (Arctic

Council,  2016),  yet  the  Nordics  are  generally  high  scoring  in  terms  of

digitalisation  statistics.  Moreover,  the  Norwegian,  Swedish  and  Finnish

national  and  local  governments  have  adopted  strategies  to  improve

broadband  coverage  (Eskelinen,  Frank,  &  Hirvonen,  2008;  Norwegian

Ministry of Local Government and Modernisation, 2016; Randall, Berlina,

Teräs, & Rinne, 2018), but the general trend shows an increasing gap in

digital  infrastructure  quality  between  commercially  profitable  (mainly

urban) and unprofitable (remote) areas due to the catch-up effect (Salemink,

Strijker,  &  Bosworth,  2017).  The  issue  of  poor  internet  speed  is  not  a

problem  limited  to  the  EHN,  however  (Statistics  Norway,  2017a).  It  is

therefore important not to overstate infrastructure problems. Yet, as the rural

social exclusion literature suggests, rural populations are at a disadvantage

because  of  long  distances,  sparse  populations  and  lack  of  proximity  to

public  services.  Warren (2007) argued that  because of  this,  the potential

benefits of being connected are high in rural areas, as are the disadvantages

of non-use.  As public  services  become more difficult  to  access,  internet

connectivity (as well as competency) becomes more important for gaining

the benefits of the ongoing digitalisation process. 

 4.3.2 The elderly

Elderly people are considered to be vulnerable to social exclusion and to

suffering from multiple disadvantages (van Regenmortel et al., 2016). They

63



are also thought to be the most vulnerable to digital exclusion because they

constitute the majority of non-users and weak users (Slettemeås, 2014). For

elderly people facing multiple disadvantages (such as geographical location,

mobility issues,  poor health,  old age and shrinking social  networks),  the

total  sum of experienced  barriers  to  societal  participation may lead to  a

higher  risk  of  social  exclusion.  It  is  not  clear  whether  digitalisation

increases  or  reduces  this  risk.  On the  one hand,  it  is  hoped that  digital

technologies can lessen the demographic pressures on welfare services as

well  as  reduce  the  risk  of  social  exclusion,  but  on  the  other  hand,

digitalisation has the potential to create unintended exclusion for weak or

non-users. 

 4.3.3 Digital access

As outlined above, varied access to ICTs can be viewed in terms of different

stages, as proposed by van Dijk (2005, p. 22). In Figure 1, we chose to

illustrate this as a circle to highlight its effect in terms of producing and

reproducing  the  preconditions  for  access.  This  model  demonstrates  that

access consists of motivation, physical accessibility, skills and forms of use.

Each  form of  access  has  implications  for  the  utilisation  of  ICTs  and  is

grounded  in  offline  circumstances.  This  section  evaluates  the  different

components  of  access  in  order  to  shed  light  on  the  question  of  what

problems elderly people face in their ICT use, from individual motivation

and physical access to ICT skills and types of usage. This literature review

serves  as  the  theoretical  starting  point  for  an  empirical  investigation  of

digital divides in the EHN.
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 4.3.3.1 Motivation

Motivation determines a person’s willingness to adopt and use ICTs (van

Dijk, 2005, p. 27). Studies have found that many elderly people are simply

not interested in using digital tools. For example, Slettemeås (2014, p. 69)

reported that  a  perceived lack of  need to  use the internet  and a lack of

interest in it are the two main reasons why elderly Norwegians choose not

to use the internet.  Furthermore, Dahlberg (2012, p.  14) found that  even

those who have used digital tools in the past may choose not to in old age

because their priorities change and digital participation is no longer seen as

important to their lifestyles. Lüders and Brandtzæg (2016, p. 1) also noted a

divergence in what they termed ‘cultures of communication’, reflecting a

generational gap wherein online communication is experienced or perceived

as less authentic. Some age groups, especially the elderly, might also feel

that they are too old to learn how to use a computer (Nøhr, 2006, p. 85). In

short, motivation is the first aspect of ICT use and necessarily affects the

level of engagement a person has with digital technology.

 4.3.3.2 Access

The next step to ICT use is material access. This aspect is closely associated

with the traditional  digital  divide literature,  which distinguished between

computer and internet  haves and have-nots (van Dijk,  2005, p.  45).  The

internet  access gap has to a large extent been closed in the Nordics and

other highly developed information societies (see European Commission,

2018), and compared to the rest of Europe, usage rates are higher in the

Nordics,  even  among  older  people  (Dahlberg,  2012,  p.  14).  While  the

elderly demographic is less likely to own a computer, gaps are being closed
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as new tech-savvy generations begin to age.  In  2014, 74% of elderly in

Norway reported  owning a  computer  with  internet  access  in  their  home

(Slettemeås,  2014,  p.  15).  However,  geographically,  there  are  some

remaining  urban-rural  gaps  in  infrastructure,  and  demographically  and

socio-economically, some sections of the population are disadvantaged in

terms of physical access to digital technologies. 

Another dimension of material access is accessibility, by which we mean

barriers to use stemming from disability. Users in this category may have

the  motivation,  basic  access  and  skills  to  use  digital  technologies  but

experience exclusion due to material barriers other than those previously

mentioned. According to Slettemeås (2014, p. 10), 14% of elderly internet

users with a disability feel that their disability hinders them from fully using

the internet and digital equipment, and 38% feel they gain extra benefits

from using the internet and digital services, showing that when accessible,

people benefit from its use. Despite legislation in this area, there is still a

lack of awareness about accessibility standards, and a study found that not

all commonly used e-health sites, which would be of particular benefit to

many groups, are fully accessible (Holthe, 2016, pp. 12–14).

However,  access  alone  does  not  eliminate  the  inequality  of  digital

opportunities (Tsatsou, 2011). Digital skills and how people use technology

matter.  Certain  usages  are  believed  to  have  more  benefits  than  others,

reflecting the widely reported ‘rich get  richer’ effect  (van Dijk,  2005, p.

126).
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 4.3.3.3 Competency

As more  aspects  of  life  are  digitalised  and more people  than ever  have

access to ICTs, digital skills are becoming necessary for full participation in

society.  Using  the  internet  has  in  fact  become a  critical  competency  in

Norway due to high levels of access and use (Staksrud, 2011). Likewise, in

Sweden there has been a ‘shift in rhetoric from “access” to citizens’ skilful

“use”  of  digital  resources’ in  government  agendas  (Reneland-Forsman,

2018, p. 336). Digital skills, which can be broadly divided into operational,

informational and strategic skills, are therefore an important part of the ICT

puzzle (van Dijk, 2005, p. 73).

Some early literature on digital  divides  adhered to  a  narrative  of  digital

natives and digital immigrants, in other words, those born in the digital age

and those who entered it as adults (Prensky, 2001). This suggests that young

people today acquired a high level of digital competency from a young age.

There is some truth to this. As Lüders and Brandtzæg (2016, p. 2) noted,

using  digital  media  technologies  requires  a  combination  of  cognitive,

sensory and motor skills as well as the knowledge of cultural and social

norms  and  practices  that  are  attached  to  these  technologies.  Reported

barriers  for  older  people  were  that  computer  language  is  difficult  to

understand (36%), they are dependent on guidance from others (23%) or

they are afraid of making mistakes (22%; Slettemeås, 2014, p. 10).

However, the development of digital skills and literacy is closely related to

existing  offline  skills  and  capital.  In  light  of  this,  the  digital

native/immigrant narrative is not as empirically valid as first thought. For

example, a recent study looked at the relationship between age, education

67



level  and digital  experience/skills  (Fjørtoft,  2017).  An interesting finding

was that the relationship between age and digital skills was mitigated by

education level; among people in the 55–74 age group with a high level of

education, there was a larger proportion of people with good digital skills

(41%) than adults in the 35–54 age group with lower levels of education

(29%). This shows that people who are introduced to ICTs earlier in life do

not automatically acquire higher levels of digital skills; rather, their digital

competency reflects their overall educational resources. Thus, generational

divides alone do not explain the gap between digital natives and immigrants

(Helsper & Eynon, 2010). We must therefore avoid the simplification that

young people are automatically digitally competent and instead look at the

type of competency acquired.

Operational  skills  are  basic  digital  competencies  that  allow  the  user  to

utilise digital equipment. Some researchers have examined the digital skills

of elderly people from this perspective. For instance, Karahasanović et al.

(2009, p. 662) found that older people feel less comfortable than younger

people with tasks such as downloading software to their computers, creating

a webpage and programming; however, they found no significant difference

in  terms  of  age  regarding  the  use  of  text  editor  applications  and

spreadsheets. Similarly, of respondents in a different survey, 48% claimed to

need help from family or friends to buy digital equipment, 68% to install

software, 67% to choose settings on their device,  56% to connect digital

equipment, 63% to solve technical problems, 45% to download programmes

or apps and 50% to update virus protection (Slettemeås, 2014, p. 10).

As  society  becomes  more  digitalised,  higher  levels  of  technological

competence are becoming increasingly important to actualise citizens’ rights

68



and reap  the  benefits  of  digitalisation.  These informational  and strategic

skills are a different set of competencies than strictly operational skills. This

is not a new problem but rather an issue of traditional information inequality

being applied to a new medium, ICTs (van Dijk, 2005). As a result, digital

inclusion/exclusion  is  closely  related  to  users’  offline  circumstances

(Helsper, 2012). Thus, we can hypothesise that some of the apparent skill

gaps between the young and elderly may be a result of different skillsets.

While children today might have a high level of operational skills from a

young age, this should not be mistaken for a higher level informational and

strategic competency.

Lastly, digital skills are often thought of as individual attributes. The reality

is that users, especially elderly people, rely on their networks of friends and

family to navigate the digital world (Rasi & Kilpeläinen, 2015). These so-

called proxy users may be family members or caregivers, and they often

perform  formal  online  tasks  for  people  who  cannot  do  so  themselves

(Selwyn, Johnson, Nemorin, & Knight, 2016). Thus, despite computer and

internet  use  being  widespread  in  Norway  compared  to  the  EU average,

many elderly are dependent upon family and friends to undertake tasks such

as buying products online, setting up and installing equipment and software,

troubleshooting  issues  and  choosing  the  right  settings  (Dahlberg,  2012;

Slettemeås, 2014; Statistics Norway, 2017b). This also has implications for

the  uses  of  welfare  technologies  or  telecare  equipment  such  as  sensors,

pendant alarms and GPS tracking devices, as elderly people often rely on

their support  networks in order to incorporate these technologies in their

daily life (Koivunen, 2014). As we have shown, there are different types of
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ICT-related skillsets that a person can have or acquire through their social

network. These skills affect how a person makes use of digital technologies.

 4.3.3.4 ICT Use

Use refers  to the type of  usage that  is  made of  digital  technologies,  for

instance,  whether  a  person  uses  simple  or  advanced  applications  for

entertainment, communication, information and so on (van Dijk, 2005, p.

95). This is closely related to competency, and both are considered second-

level digital divides (Scheerder et al., 2017).

Slettemeås  (2014,  p.  52)  found  that  common  reasons  among  elderly

respondents  for  using  the  internet  were  staying  updated  and  informed

(73%), using services from home (65%), staying in touch with family and

friends (45%), for work (28%) and for entertainment (21%). More recent

data show that among Norwegian internet users aged 67 to 79, 67% use e-

mail, 6% read a blog, 48% use Facebook, 12% use other social media sites,

51%  search  for  information,  24%  look  at  advertisements,  24%  find

information about restaurants or events, 48% use online banking, 7% buy

tickets for travel, 2% shop online, 13% use public services, 11% use other

services and 10% watch television or  videos on an average day (Vaage,

2017, pp. 66–67). Elderly people also use digital media to mobilise support

and maintain existing relationships (Quan-Haase, Mo, & Wellman, 2017).

Some of the positive aspects of technology mentioned by elderly people

were  its  usefulness,  convenience  and  supportiveness,  for  example,  by

allowing  them  to  maintain  independence  and  making  their  lives  easier

(Mitzner et al., 2010).
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The examples above only illustrate the surface of the usage issue because in

reality, access does not equate to use and use does not equate to meaningful

engagement. This leads to ‘inequalities of outcome’ in the short and long

term in terms of social  inclusion (Selwyn, 2004, p.  351).  A study in the

Netherlands found that people with low levels of education used the internet

more  than  those  with  higher  levels  of  education;  however,  people  with

higher educational levels used the internet for more “objectively” beneficial

purposes (van Deursen & van Dijk, 2014). Thus, the researchers argued, the

internet and how we use it increasingly come to reflect offline inequalities

and  can  potentially  contribute  to  exacerbating  exclusion.  A more  recent

study on this connection found that the level of education as well as income

can predict the internet skills of elderly people, with higher levels making

them  more  likely  to  undertake  more  beneficial  (defined  as  capital-

enhancing) activities online (Hargittai & Dobransky, 2017).

The  risk,  according  to  Winterberg  (2012,  p.  27),  is  that  two  classes  of

elderly emerge based on their ability to use computers and the internet. This

creates a situation wherein those who have the motivation, access and skills

benefit from being able to capitalise on digital opportunities, whereas those

who do not are at risk of increased dependence, isolation and lack of access

to beneficial information and services. What, then, are the actual outcomes

of  differentiated  access,  skills  and  use?  While  the  divide  between  first

(access) and second (skills and use) levels have received much attention,

Scheerder et al. (2017) argued that further research is needed on third-level

digital divides (outcomes) and their implications for social inequalities.
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 4.4 Fieldwork and findings

In  order  to  gather  primary  data  about  the  consequences  of  differing

motivations, access, skills and use among elderly populations in the EHN,

we conducted two fieldwork trips. The first trip was made in May 2018 to

Inari  and  Rovaniemi  in  northern  Finland.  A second  trip  was  made  to

Kirkenes in northern Norway in September 2018. Both field trips involved

interviews with key informants in the region who were selected because

they represented key digitalisation stakeholders in the areas  visited.  This

included a variety of people (n = 16) working in social  and health care,

municipal  offices  and  non-governmental  organisations,  including

organisations representing the elderly, indigenous people and people with

disabilities.  The  interviews  were  qualitative  and  semi-structured.  This

allowed for the interviewees to discuss topics important to them in depth

while  still  broadly  covering  the  same  range  of  questions  in  all  the

interviews. This was important for analysing the interview data later. The

interviews  were  all  transcribed  and  later  coded  by  theme  using  an

interpretive methodology. In the case of the Norwegian interviews, which

were conducted in Norwegian, the interviews were translated after the first

round  of  analysis  in  order  to  stay  as  close  to  the  original  meaning  as

possible.  The  Finnish  interviews  were  conducted  in  English  with  the

exception  of  one,  for  which  an  interpreter  was  present  to  facilitate  the

interview.

In  the  analysis  of  the  interview  data  from  the  fieldwork  trips,  some

important themes emerged:
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 Respondents resisted the dichotomy of digital natives and 
immigrants. They pointed out that not all elderly are sceptical of 
digital technologies and that digital literacy varies among all age 
groups. Personal interest and engagement matter.

 There was a feeling that digitalisation benefits peripheral areas 
more than urban centres. It has been described as an equaliser, and 
respondents referred to a number of examples of how digital 
technologies have enabled them to live, study and work in the 
periphery.

 Perceived usefulness was important for participants’ decision to 
adopt a digital technology.

 Lack of infrastructure and poor broadband access were only 
experienced in certain areas. In most places, respondents were 
perfectly happy about their internet coverage. However, the 
remaining unconnected areas will be very expensive to provide 
access to.

 Accessibility for people with disabilities, especially visual 
impairments, is still a challenge. Providing services in Sámi 
languages has also been under-prioritised.

 Respondents confirmed that younger family members are an 
important resource to elderly people when using digital 
technologies. Sometimes, this involved buying and setting up 
equipment. Other times, it required the elderly family members to 
relinquish control over their finances so that a family member 
could access online banking in their name. Banks recognise this 
and will sometimes ask elderly people whether they have a family 
member who can help them with certain tasks.

 Welfare technologies can enable independence and allow people to
live at home for longer. However, not all respondents agreed that 
this was desirable, and some viewed it as a reflection of the 
underfunding of welfare services. A related concern was less 
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physical contact in health and social care as a result of 
digitalisation.

 Respondents made distinctions between types of use. For example,
they pointed out that many elderly people use social media sites 
such as Facebook but have not learned how to use online banking 
and struggle to access their municipality’s online services.

 4.5 Conclusion

By  elucidating  the  relationship  between  the  concepts  of  cybersecurity,

human  security  and  social  exclusion,  we  have  highlighted  how  social

exclusion  can  be  incorporated  into  a  broader  conception  of  human

cybersecurity. This conceptualisation allows us to analyse the enabling and

constraining  aspects  of  digitalisation  and  digital  technologies  at  the

individual and community levels in terms of security of freedom from fear

and want. Through our review of the literature, we showed how, in addition

to referring to more than material deprivation, social exclusion is a highly

normative and relative concept.  As such,  there is  a  high degree  of  self-

perception involved in how social exclusion is experienced. This is also the

case  for  digital  forms  of  exclusion.  By  exploring  access  to  digital

technologies  through  van  Dijk’s  (2005)  multi-level  framework,  we

illustrated  how access  –  from motivation  and  physical  access  to  digital

competency  and  beneficial  use  –  is  mediated  by  an  individual’s

technological capital (Selwyn, 2004). This alerts us to how certain digital

outcomes can facilitate social inclusion, while other processes contribute to

reproducing  offline  inequalities,  thereby  constraining  human  opportunity

and security.
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The elderly  provide  a  pertinent  case  study of  digitalisation  in  the  EHN

because they are seen as a group that is particularly vulnerable to exclusion.

Together with the disadvantages associated with the peripheral geography

of the EHN, there is a concern that weak and non-ICT users, who are often

elderly, may not be able to make use of the opportunities provided by digital

services. As such, there is simultaneously a hope that digital technologies

can provide new and effective solutions and a concern that  digitalisation

may create exclusion where it otherwise would not exist.

Our  findings  point  in  this  direction.  Firstly,  there  is  a  recognition  that

digitalisation  highly  benefits  peripheral  areas  such  as  the  EHN.  Some

participants described the internet as an equaliser and gave examples of how

digital  technologies  enable  people  to  live,  study  and  work  in  the  EHN,

reflecting  the  broader  literature  on  digitalisation  in  rural  areas  (Warren,

2007). This, however, presupposes that everyone wants, can access and is

able to use ICTs to the extent that is demanded by the public and private

sector.

Secondly,  interviewees made distinctions between different  types of  ICT

use, which have also been noted in the literature (Hargittai & Dobransky,

2017; Selwyn,  2004).  For example,  many elderly competently use social

media  platforms  like  Facebook  but  struggle  to  use  services  that  are

perceived  to  be  more  complex  or  risky,  such  as  online  banking  and

municipal  online  services.  This  may  indicate  that  certain  groups  are

excluded from what some consider the most beneficial uses of ICTs, instead

having to pay user fees or travel long distances to continue using non-digital

alternatives.
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Thirdly,  younger  family  members  (along  with  competent  spouses  and

trusted friends)  are an important  resource for  many elderly people when

using digital technologies. Sometimes, this involves the more experienced

family member buying and setting up equipment. Other times, it requires

elderly individuals to relinquish control over their own finances so that a

family member can access  online banking in their  name.  Having family

members act as proxy users is not an uncommon practice (Selwyn et al.,

2016).

Lastly,  we  found  that  universal  design  requires  further  improvement

regarding  the  accessibility  of  digital  services,  especially  for  people  with

visual impairments. The broader literature shows that despite legislation in

this  area,  there  is  still  a  lack  of  awareness  about  accessibility  standards

(Holthe,  2016).  Another barrier to use is  that  providing services in Sámi

languages is often not prioritised. Our interviews revealed that under some

circumstances,  these  barriers  can  lead  to  compound  disadvantages.  To

conclude, our findings show that while digitalisation provides new solutions

and opportunities that are crucial for areas like the EHN and are largely

welcomed, the benefits of these developments will be unevenly distributed

if its limitations are not taken into account.
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