Article III

Huttunen, Mikko (2019b) Drone Operations in the Specific Category: A Unique
Approach to Aviation Safety.

Reprinted from The Aviation and Space Journal, Vol. 18, No. 2, 29 August 2019, pp.
2-21 with the permission of the journal.

229
Huttunen: Safety and Security of Unmanned Aircraft Systems



AVIATION
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Introduction

European Union (EU) air law’, pertaining to the safety of manned aviation, divides air
operations into several broad categories. Most obviously, there is commercial air
transport (CAT), which refers to an operation to transport either passengers, cargo,
or mail for remuneration or other valuable consideration. There is also general avia-
tion, where flying takes place for no compensation. More precisely, general aviation
is divided into non-commercial operations using complex motor-powered aircraft
(NCC) and non-commercial operations using non-complex aircraft (NCO). Additional-
ly, air law recognizes specialized operations (SPO), where the aircraft is used for ac-
tivities like agriculture, construction, photography, and so forth. SPO, known in ICAO
as aerial work, can be either commercial or non-commercial?.

In the case of unmanned aircraft systems (UAS), often known as drones,® however,
such a categorization is not ideal. This is because of the unique features of many
(though not all) drones, including their small size, simplicity, inherently lower risk,
and the ability to operate in an urban environment, which result in great potential
for certain applications. Passenger safety is not a concern either, apart from drones
used for human transport.* Hence, the new EU legal framework for drones does not
distinguish between commercial and non-commercial, or aerial work and transport.
Rather, the division is founded proportionately upon the risk of the operation, the
characteristics of the system, and the operational environment.®

To this end, drone operations are split into three categories. The open category pri-
marily incorporates leisure flying and simple professional applications using consum-
er grade drones. Therein, the operation is not subject to a prior authorization nor
declaration, but it must follow strict limitations. The certified category, on the other
hand, requires the operator to comply with rules similar to manned aviation. It is
designed to regulate the most complex drones and operations, such as passenger
transport or international cargo flights. Between these two extremes lies the specific
category, where operations are authorized on an individual basis. The authorization
details the exact conditions for flying.

*Researcher and PhD Candidate at the University of Lapland, Finland.
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The basis for the categorization was set forth in the 2018 Basic Regulation establish-
ing the European Aviation Safety Agency(EASA)®

which has since been supplemented by the Implementing and Delegated Regulations,
respe7ctively for putting consumer drones on the EU market and for drone opera-
tions’.

Of the three categories, the open one seems the most obvious. It sets forth a fixed
set of rules, which everyone wishing to operate in that category must follow. The
basic rules for the certified one are also as clear as those applied to manned aviation
although exact policies for the category are still, at the time of writing this, under
development at EASAS. The specific category, being based on non-prescriptive rules,
however, seems more of a tabula rasa than the other two. How exactly does the cat-
egory incorporate common elements of aviation safety? To what extent are the
adopted procedures comparable to rules pertaining to manned aviation?

In this article, | seek to answer the given questions. To do so, | take a look at three
themes, which | consider the most central aspects of aviation safety regulated in the
specific category: the authorization of air operators, the competency of pilots, and
the airworthiness of aircraft. More specifically, | reflect on the new European Union
rules on drones in comparison with the one previously established for manned avia-
tion. Hence, much of my discussion involves detailing and comparing the features of
the two systems with reference to EU regulations. | devote particular attention to
the non-binding but recommended as Acceptable Means of Compliance (AMC), Spe-
cific Operations Risk Assessment (SORA) method, which will play a central role in the
specific category. My overarching argument is that the specific category represents a
unique approach to aviation safety, since it seeks to incorporate traditionally distinct
elements of aviation safety into a single process. In the concluding chapter, | also
assess the advantages and problems of the approach taken in the category.

Many if not most rules pertaining to aviation have their basis in the provisions of the
Convention on International Civil Aviation (Chicago Convention) and the Standards
and Recommended Practices (SARPs) enacted by the International Civil Aviation Or-
ganization (ICAO)°. This also goes for the rules on manned aviation discussed here.
However, the tripartite categorization of drone operations is a European innovation
that is not derived from ICAO standards. Furthermore, the EU rules on drones are to
be applied also in domestic aviation, rather than only in international aviation, the
latter being the scope of the Chicago Convention and SARPs'. Finally, the SARPs un-
der development regarding drones are not designed to be applied in the open and
specific category of operations''. Hence, to avoid confusion, in this article | only re-
fer to rules of air law as they are set forth in EU documents. '

Besides international air law, | also leave out national air law on both manned and
unmanned aircraft. Only a few remarks are presented on how the latter rules may
have affected the content of the new EU rules. The reasoning behind this exclusion is
the fact that when the Implementing and Delegated Regulation enter into force and
become applicable, national rules on drones in Europe will lose most of their signifi-
cance. Discussing them at this stage would bring little additional value in analyzing
the European-wide specific category of operations.

3 _

231
Huttunen: Safety and Security of Unmanned Aircraft Systems



AVIATION

The following discussion relies mainly on primary legislative material. This is simply
because there is yet no EU case law relating to the questions at hand. On the side of
literature, only a handful of works have commented on the new regulations on
drones. All in all, the theme of the article could be characterized as highly topical
but insufficiently researched. Therefore, this piece should be read as part of the
groundwork for further studies on the regulation of unmanned aviation.

Authorization of Operators

. The Traditional Model

According to EU air law, operating a manned aircraft commonly requires a permission
from the competent authority or a qualified entity (QE)'. Operations exempted from
this rule include the ones using aircraft that fall outside the jurisdiction of EASA,
such as historic, experimental, and certain lightweight aircraft (unless national law
so requires)'. Additionally, EASA does not require non-commercial operations using
non-complex aircraft (NCO) to acquire a permission. Otherwise, however, operators
of aircraft must either declare their capability to comply with operational rules or
hold an air operator certificate (AOC)'™.

The exact rules for making a declaration or acquiring an AOC depend on the type of
operation and aircraft. Capability must be declared in three cases: when engaging in
non-commercial operations using complex motor-powered aircraft (NCC), when en-
gaging in non-commercial specialized operations (SPO) using complex motor-powered
aircraft, and when engaging in commercial SPO regardless of the complexity of the
aircraft. Declaring capability means that the operator provides the competent au-
thority with relevant information, such as the type of operation, type of aircraft, and
statements about the airworthiness of the aircraft and the training of the crew. Ad-
ditionally, the operator must notify the authority of the use of alternative means of
compliance (AltMoCs)'®, of any changes to the declaration or the use of AltMoCs, and
of ceasing operation. Hence, the operator has an obligation to maintain compliance
with the information given in the declaration and applicable requirements. "’

An AOC issued by the competent authority is, by EU law, only required for one (but
probably the most demanding) type of operation: commercial air transport (CAT). To
be certified for CAT, the operator must provide to the authority particular crucial
information, such as a description of the proposed operation, organizational struc-
ture, and a copy of the operations manual. More importantly, though, the operator
has to demonstrate to the authority several things: compliance with the EASA Basic
Regulation, organizational obligations, rules relating to commercial air transport, as
well as the airworthiness certification (or dry lease) of each their aircraft. This
seems simple but is actually a very stringent process, requiring the operator to
demonstrate sufficient personnel and training systems, airworthy aircraft, documen-
tation like manuals and logs, systems and procedures for aircraft operation, a safety
management system (SMS), insurance, finances, infrastructure, and so forth'®. Many
boxes need to be checked in order for an air transport business to begin operating.
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. The Basic Structure of Operational Authorization

The specific category of drone operations takes an approach quite different from
manned aviation. By default, for specific operations, the drone operator does not
declare its competency nor applies for an AOC; rather they must undergo operational
authorization (OA) before beginning their operation'®. The OA is not exactly compa-
rable to the AOC. The latter, in manned aviation, is only issued for commercial air
transport, while the former can involve all types of operations, including those la-
beled in manned aviation as SPO, like aerial surveys and inspections. 2 The scope of
the OA is thus wider, at least in terms of diversity in practical applications.

As a process, too, obtaining an OA is rather unique. To do so, the operator must per-
form a risk assessment to be evaluated by the competent authority. 2' Naturally, risk
assessments have been conducted in manned aviation for decades. However, in
manned aviation risk assessment has been viewed as merely one element of the safe-
ty management system (SMS) of each organization. % Pursuant to EU air law, an op-
erator must establish a management system that, inter alia, identifies aviation safe-
ty hazards as well as evaluates and manages associated risks. 2>

Risk assessment in the specific category is a broader concept, since it incorporates
some elements categorized in traditional risk assessment as hazard identification or
control (mitigation). Furthermore, in the specific category, risk assessment has legal-
ly a more fundamental role. It is not merely a mandatory feature of the operating
organization, through which it must affirm that its operations are safe. Nor is it a
supplementary means to aid the actual authorization process. Rather, it is the cen-
terpiece of safety, constituting the vast majority of the authorization process as a
whole. Risk assessment is the defining procedure of the specific category. As for the
assessment itself, many elements appear familiar to aviation professionals. Pursuant
to the Implementing Regulation, the assessment must first include a description of
the operation: the purpose and complexity of the activities, the environment
(population, type of airspace, and landscape), the features of the UAS, and the com-
petence of the personnel. Second, one must identify risks, which includes both
ground risks. 24

. The Method(s) of Risk Assessment

The Implementing Regulation’s description is, of course, abbreviated. To actually
conduct a risk assessment, a more precise method is required. In manned aviation,
numerous methods of risk assessment have been developed®”. The natural starting
point of those methods is detailing the characteristics of the operation. The opera-
tion may have already begun (or other operators may have executed similar opera-
tions), which means that hazards can be identified and classified through operational
observation. Another means of identification is process analysis, which involves ex-
perts listing potential hazards. Risk assessment itself focuses on the likelihood
(probability, frequency) and severity of occurrence, and the assessment and control
of risks to an acceptable level. % Ideally, this involves probabilistic software model-
ing, which incorporates safety principles, hazard severity and likelihood, and the
effectiveness and cost of control measures. However, a more rudimentary model
involves a matrix where the likelihood and severity of a negative occurrence provides
a particular value 7 (the higher the worse). Unless the risk is completely unaccepta-
ble, mitigation measures (controls) should be considered to reduce it to as low as
possible.”® Similar methods have also been applied to unmanned aviation.?
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Yet, for the specific category a distinct method, the Specific Operations Risk Assess-
ment (SORA), has been developed. SORA is the work of a group of experts called the
Joint Authorities for Rulemaking on Unmanned Systems (JARUS). The second edition
of the document, which was published in early 2019, contains ten steps which the
operator and competent authority can follow to determine how severe risks the
drone operation poses to the environment®. From the viewpoint of EU air law, SORA
is planned as an acceptable means of compliance (AMC)®', that is, non-binding stand-
ards adopted by EASA to illustrate means to establish compliance with the Basic and
Implementing Regulation.

In terms of methodology, SORA draws some inspiration from traditional methods.
Similar to manned aviation, the method defines risk as a combination of probability
and severity of an occurrence. The starting point of the assessment is the operator’s
description (concept of operations, CONOPS) of all relevant information about the
operation. Hazards, though, have been pre-identified by the drafters of the method.
There is the ground risk of the drone hitting a person, and the air risk of the drone
colliding with another aircraft. Hence, a particular impact energy of the drone(s)
leads to a particular ground risk class (GRC), whereas operating in certain class of
airspace at a certain altitude above a certain territory determines the air risk class
(ARC). It is also possible for the competent authority or air navigation service provid-
ers (ANSPs) to map risks for a particular volume of airspace, which supersedes the
SORA ARC procedure. The GRC and ARC can be lowered by using mitigation
measures. Particularly, it may be necessary to apply tactical mitigations to reduce
the risk of a midair collision—hence, the concept of tactical mitigation performance
requirement (TMPR). *

Based on the final GRC and ARC, the operator must use a matrix to establish the spe-
cific assurance and integrity levels (SAIL), which represent the level of confidence
that the operation will stay under control. The established SAIL determines, through
another matrix (colloquially, the “bingo table”), the extent to which the operator
must comply with operational safety objectives (0SOs). OSOs concern, inter alia, the
features and maintenance of the drone, which must be satisfied with a low, medium,
or high level of robustness. The meaning of the levels is unique to each objective,
though generally the low level requires self-declaration, the medium level requires
providing supporting evidence, and the high level calls for validation by a third party.
In some cases, fulfilling the OSO is optional. The assessment is finalized by consider-
ations relating to the infringement of adjacent areas, and the writing of a safety
portfolio. 3

To briefly illustrate how SORA functions, consider for instance a scenario where a
small drone is used in aerial photography in a city. Operating VLOS in a populated
environment with a drone that has typical kinetic energy of less than 700 joules puts
the GRC at 4 (out of 10). Let us assume that the operator can apply mitigations that
reduce the effects of ground impact to some extent, reducing the final GRC to 3.
Since the operation takes place at an altitude of under 500 feet above ground in un-
controlled airspace (class G) over an urban area, the ARC is C (out of D). Combining
these two classes, we find out that SAIL is level IV (out of VI). Based on this level,
the operator must comply with the appropriate OSOs, such as that the competency
of operator must be high, and that the recovery performance from technical issues
must be medium. *
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Assessing the GRC and ARC necessarily requires taking into account the perspective
of air traffic management (ATM). As hinted above, instead of relying on the criteria
outlined in SORA to determine the risk classes, it is possible for operators to base
their assessment on a risk mapping conducted by the air navigation service provider.
To this end, the European Organization for the Safety of Air Navigation (Eurocontrol)
is developing distinct Airspace Assessment Guidelines. To be precise, the purpose of
the Guidelines is to play a part in the determination of the GRC and ARC by taking
into account special interests on the ground (e.g. military installations) and all air
traffic (including drone traffic pursuant to previous OAs) in a certain volume of air-
space—factors not explicitly included in the SORA criteria. **Hence, risk assessments
to be conducted in the specific category will likely also incorporate elements exter-
nal to the core SORA process. This will also include solutions like SAMWISE, which has
been developed by an Italian QE to help operators to understand the risk of their
operation before undertaking a full SORA.

o Standardization Efforts

From the process of operational authorization flows a concept that sets the specific
category clearly apart from traditional air law: standard scenario (STS)*. According
to the official definition, an STS refers to a type of UAS operation ... for which a pre-
cise list of mitigating measures has been identified in such a way that the competent
authority can be satisfied with declarations in which operators declare that they will
apply the mitigating measures when executing this type of operation®.

In other words, an STS is a set of operational parameters that have undergone the
risk assessment process under the responsibility of a CAA, resulting in pre-defined
conditions that provide an acceptable level of mitigation. It is an acceptable means
of compliance with the Implementing Regulation. Its purpose is to relieve drone op-
erators as well as authorities from the burden of repeatable similar risk assessments
throughout Europe. ¥

In terms of substance, a standard scenario resembles an OA. Following here SORA
terminology, there is a particular CONOPS. This includes, among other things, the
level of human intervention, the population density of the overflown areas, the seg-
ment of airspace where the operation takes place, the technical features of the
drone, the training of the remote crew, and whether the operation takes place with-
in or beyond the visual line of sight of the pilot (VLOS, BVLOS). These factors lead to
a GRC and ARC, which determine the SAIL level, which itself determines the relevant
operational safety objectives: risk buffers, crew training, airworthiness, and so
forth. Hence, an STS is based on operational aspects rather than the practical appli-
cation of the operation, like photography or forestry. This is quite apparent from
the first draft of an STS (as presented by JARUS during spring 2019), which concerns
BVLOS aerial work operations over sparsely populated area in airspace reserved for
the operation, using drones with a characteristic dimension of less than 3 meters. *°
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The creation of STSs is, as of yet, unregulated. However, pursuant to a presentation
given by EASA, we already have a good idea of the process. To begin with, STSs are
created outside the normal authorization process. Whereas an OA is always applied
for by a single operator, a standard scenario can be proposed by operators, drone
manufacturers, and associations at the national or European level. When an STS is
approved by a national competent authority, it becomes applicable only in that
country, but the NCA can also propose it as an AltMoC to EASA. The Agency can then
undertake a process of approving the STS as an AMC, which involves consulting an
advisory drone committee and which will make the STS valid in all Member States. It
is also possible to propose the STS directly to EASA itself. Scenarios that are feasible
and have a high level of acceptability, a large number of potentially

interested operators, and a significant impact on public health, are prioritized in

the standardization process. *!

When an STS exists for the planned operation, the operator must simply declare that
they will apply those measures. They need not undergo the normal authorization
process*2. This solution, which is justified by Article 56(5) of the 2018 EASA Basic
Regulation, likely draws upon and is somewhat comparable to the process adopted
for specialized operations in manned aviation®. That process, as described above,
also requires the operator to only submit a declaration. However, while SPO is a cat-
egory that includes a wide range of operations with varying conditions, an STS is a
single operational model for a particular set of conditions: the distance of the air-
craft from the crew, the areas that can be flown over, and performance limitations
on the aircraft, to name a few*. In any case, depending on the SS, the operator may
need to provide evidence of the level of assurance determined through SORA, which
may be documents or attestations issued by independent third parties.

Besides the OA and STS there is, though, another institution in the specific category
that comes closer to AOCs issued in manned aviation: the light UAS operator certifi-
cate (LUC). Acquiring the LUC supplants the regular OA process, and is rather similar
to obtaining an AOC. The operator must demonstrate its capabilities through
measures like the establishment of a safety management system (SMS) and a manual
that describes activities carried out within the organization. Still, the purpose of the
LUC differs from the AOC. The LUC is chiefly intended as a tool to grant the most
professional drone operators the privilege of being able to conduct operational risk
assessments without involving the competent authority. *

Competency and Fitness of Pilots

. Pilots of Manned Aircraft

Pilots of manned aircraft are commonly required to hold a pilot licence and ratings in
order to fly. To acquire a licence, the pilot must first acquire theoretical knowledge
about various topics, such as air law, technical matters, flight performance and plan-
ning, meteorology, navigation, operational procedures, and communications. Sec-
ond, licensing requires practical skill regarding, inter alia, pre-flight and in-flight
activities, collision avoidance, and flying by both visual and instrument reference.
Knowledge and practical skill alike must be demonstrated both during training and
after licensing through assessments and, in some cases, examinations. Thus, an ap-
propriate level of both knowledge and practical skill has to be maintained. Addition-
ally, it is worth pointing out that for certain functions (such as acting as the pilot in
command), a pilot must also have sufficient experience. “
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The exact training requirements for a pilot depend on the type of aircraft (s)he
wants to operate, and also on the type of operation. For example, there is a licence
for flying a light aircraft, as well as for acting as an airline transport pilot. Ratings
are more specific, concerning particular aircraft classes and types, equipment, and
operations. Requirements for both licenses and ratings have been determined in a
very detailed manner, including for example the topics that must be tested in writ-
ten exams, the minimum hours of flight training and flying, and skill tests.*

Besides a licence, pilots of manned aircraft must also hold a medical certificate. This
requires them to periodically demonstrate, through assessments based on aero-
medical best practice, their medical fitness. Fitness here signifies that the pilot does
not suffer from any mental or physical disease or disability that makes the pilot una-
ble to perceive their environment correctly, or unable to perform necessary opera-
tive tasks or assigned duties at any time. Naturally, as with licences, certification
has to take into account the type of activity the pilot engages in, but additionally
the possible age-based mental and physical degradation.®® Since 2018, special rules
exist for further monitoring the mental fitness of the aircrew of particular aircraft.*

. Drone Pilots in the Specific Category

On the rudimentary level, the competency standards of remote pilots in the specific
category appear similar to those employed in manned aviation. According to the es-
sential requirements established in the EASA Basic Regulation, a drone pilot
(regardless of category) must be aware of all operational rules. They must have the
ability to ensure the safety of operation, including the separation of the drone from
other airspace users and people on the ground. A pilot must also have good
knowledge of operating instructions, of all relevant functionalities of the drone, and
of applicable rules of the air and procedures relating to air traffic management
(ATM). Medical fitness must be demonstrated if the risks involved in the operation so
demand. *°

The requirements for specific category drone pilots, as set forth in the Implementing
Regulation, are equally elementary. At minimum, pilots must be able to plan flights
and inspect their aircraft, manage the flight path and automation of their aircraft,
and maintain situational awareness. They must also be able to manage aeronautical
communication. Additionally, basic competency includes skills like problem solving,
decision-making, workload management, leadership, teamwork, and self-
management. Handing over the drone to another pilot also falls within basic compe-
tency, as does coordination in general. Overall, a drone pilot in the specific category
must have the capacity to fly the drone in both normal and emergency conditions.>'

On a closer look, there are a number of important differences in the regulation of
regular and drone pilots. Most notably, the Implementing Regulation or any other
regulation does not set forth a separate procedure through which a pilot could ac-
quire the necessary license or ratings to conduct certain operations with certain
types of UAS in the specific category. One’s competency to fly in the specific catego-
ry is not assessed generally nor independently. There is no “specific category remote
pilot licence” that would always authorize the pilot to fly. Rather, the competency
requirements of the pilot (and the crew as a whole) are determined through the op-
erational authorization or the standard scenario® as part of a holistic assessment.
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How is the competency of the crew evaluated, then, as part of the risk assessment?
Following JARUS’s SORA, one must first determine the SAIL level for the CONOPS,
which in turns determines the operational safety objectives regarding crew> compe-
tency. In all cases, regardless of SAIL, the operator must propose training that is
both theoretical and practical. The operator must ensure that the crew has adequate
(in relation to the proposed operation) knowledge of drones themselves, drone regu-
lations, and principles for operating drones in airspace. Additionally, the crew must
know of airmanship, aviation safety, human performance limitations, meteorology,
air navigation by charts, and operating procedures. Other 0SOs depend on the SAIL.
When the low level of assurance is required, the training is self-declared but docu-
mented. In the case of the medium level, a training syllabus must be available (for
the authority to assess) and the operator is itself responsible for the training. At the
high level, the syllabus and the crew’s competency have to be verified by a compe-
tent third party. >

The competency of the crew is specified with regard to other safety objectives, too.
When the SAIL is Ill or higher, the crew must be trained to procedures and checklists
in order to safely recover from human error. If the operation involves multi crew co-
ordination, this must be covered in the training. As the risks increase, crew resource
management training is also required. If the operation involves adverse environmen-
tal conditions, meteorological training is necessary.

The given requirements established in SORA give a slightly more detailed indication
of the training of pilots in the specific category. However, to a great extent the as-
sessment process operates on a very general level and is open-ended. It does not
dictate the exact flight experience and testing necessary to determine that a partic-
ular pilot has “adequate knowledge” of a particular topic. Nor does it say what a
training syllabus for a particular OSO level must include. Indeed, SORA explicitly
states that it does not provide a regulatory framework for states to apply with re-
spect to training and licensing, among other things.* Since this is the case, there
remains the possibility (and perhaps necessity) to devise the exact training standards
for particular missions under the auspices of operators, authorities, and training or-
ganizations® across Europe.

Evaluating the fitness of the crew, like the competency thereof, is also part of the
risk assessment. Hence, one OSO set forth in SORA is that the remote crew is fit to
operate, which refers to both physical and mental fitness. At the low level of integri-
ty and assurance, the operator must have a documented policy that defines how the
crew can declare themselves fit to operate prior to any operation. At the medium
level, the operator must define and document adequate duty, flight duty, and rest-
ing times for the crew, and also define requirements appropriate for the crew to op-
erate the drone. Duty cycles must also be logged, and the operator must be provide
evidence about the crew’s fitness. At the high level, the crew must have medical
fitness pursuant to authoritative standards and verification, and there must be a sys-
tem for fatigue risk management in place and monitored by a third party who also
has to validate duty times for the crew.%®
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Airworthiness

. Certifying Manned Aircraft

In Europe and elsewhere, the safety of aviation as a whole has traditionally relied a
lot on the safety of aircraft. In other words, the system has been aircraft centric.>
The key concept in this regard is airworthiness, which is a key issue of EASA.® Ac-
cording to the Basic Regulation, every aircraft within the Agency’s jurisdiction®' must
comply with essential airworthiness requirements. This includes also their engines,
propellers, parts, and non-installed equipment. Airworthiness is achieved through
three measures: product integrity, product operation, and organizational approval.
Among other things, the first means that the aircraft can withstand its designed use
for the duration of its operational life; the second that the aircraft can safely be
controlled in its designed use; and the third that the design, production, and mainte-

nance organizations have the necessary capabilities to do their duties.®

More specifically, the airworthiness of aircraft is achieved through a layered system.
First, any organization that designs aircraft must demonstrate its capability to do so,
holding an approval. Then, any aircraft designed by an organization must be certified
for its safety, that is, initial airworthiness (type certification, TC).® Type certifica-
tion is a stringent process, which often takes several years and basically involves four
steps: establishing a certification basis, agreeing on a certification programme,
demonstrating compliance with rules, and issuing the certificate.®It requires the
design to comply with a myriad of standards listed in the certification specification
(CS) for the particular category of aircraft, such as “normal-category aeroplanes”.®®
It is néegcessary to point out that aircraft parts and appliances must also show compli-
ance.

Besides certifying the design of the aircraft type, each individual aircraft must un-
dergo certification, after which it is issued a certificate of airworthiness, CofA. This
requires that the aircraft conforms to the type certificate issued for its design, and
that it is in condition for safe and environmentally compatible operation. The CofA is
valid for the aircraft as long as it is maintained in accordance with the rules pertain-
ing to continuing airworthiness. Continuing airworthiness means first that the organi-
zations who are in charge of maintaining aircraft are approved, and that the person-
nel doing so are licensed. Second, maintenance must be performed in accordance
with a heap of standards. The aircraft as well as all relevant organizations are also
inspected regularly.®’

o Assessing the Integrity of Drones

In terms of airworthiness, the specific category follows the given regulatory ap-
proach on a rudimentary level. The Basic Regulation requires that unmanned aircraft
(regardless of category) must be designed and constructed as airworthy, essentially
referring to the same three methods as with manned aircraft. Drones must provide
product integrity proportionate to the risk; they must be operable so that the safety
of people and property can satisfactorily be demonstrated; and the organizations
that design, produce, and maintain UAS must have the necessary means for the
scope of their work and ensure compliance with EU air law on drones. ¢
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However, in the specific category, the actual system of ensuring airworthiness is very
different from that established for manned aircraft. According to the Delegated Reg-
ulation, only particular drones in the specific (and certified) category must hold a
type certificate and be maintained in a certified manner. This includes drones that
have a characteristic dimension®® of 3 meters or more and are designed to be operat-
ed over assemblies of people; drones that are designed for human transportation;
drones that are designed for transporting dangerous goods; or drones whose certifi-
cation is required by the operational authorization. In either of these cases, the
aforementioned system of certification applies all the way, pursuant to the standards
that are still under development.

If none of the criteria applies, pursuant to the operation-centric approach, the drone
must have the technical capabilities set forth in the operational authorization or the
standard scenario.”

Airworthiness, then, also falls within the ambit of the risk assessment. Indeed,
JARUS’s SORA explicitly notes that the method can be applied where traditional cer-
tification is not appropriate, and that it may support the process of determining air-
worthiness requirements.” For this purpose, SORA incorporates many elements of
traditional airworthiness certification, which—similar to standards of crew compe-
tency—are established as operational safety objectives that follow from the SAIL lev-
el of the CONOPS.

As a corollary to type certification and manufacturing standards, one OSO estab-
lished in SORA is that drones have to be developed to recognized design standards.
SORA does not include such standards, though, as it simply refers to standards con-
sidered adequate by the competent authority. Another objective dealing with TC is
that the drone must be manufactured by a competent and/or proven entity. At the
low level, this standard mainly covers materials and is assured through declaration;
at the medium level, it extends to matters like inspections and testing, and storage,
which are assured through evidence; at the high level, the standard also includes
qualifications of the manufacturing personnel and supplier control, which are recur-
rently verified through audits. Additional OSOs regarding initial airworthiness con-
cern the design of the UAS with regard to system safety and reliability, characteris-
tics of the command, control, and communication link(s), safe recovery from tech-
nical issues, the deterioration of supportive systems, system that automatically pro-
tects the flight envelope, * and design for adverse environmental conditions.” It is
worth noting that the EU is funding a project (AW-DRONES) to develop a meta-
standard supporting 0SOs through consensus-based voluntary industry standards (e.g.
prEN 4709-001 or 1SO 21384-2).

Continuing airworthiness is addressed by an obligation to maintain the UAS by a com-
petent and/or proven entity. At the low level, the drone must be maintained by
competent and authorised maintenance staff in accordance with documented in-
structions. Maintenance performed on the UAS must be logged, and the operator
must keep an updated list of their staff and the qualifications thereof. The medium
level of integrity and assurance requires additional safeguards, such as scheduled
maintenance, a maintenance program developed pursuant to authoritative stand-
ards, and systematic training for the staff. The high level necessitates a maintenance
procedure manual, validation of the maintenance program, and a program for recur-
rent staff training. Besides maintenance, there is an objective for the crew to con-
duct and document inspections on the UAS, which at the high level are validated by
a competent third party.”
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Conclusions

o Structural Differences

The traditional system of aviation safety relies on a multilayered approach. In other
words, the safety of flying is ensured through a combination of diverging elements.
These include, in particular, the three themes discussed in this article: controlling
the capability of each operator to handle all tasks necessary for safe aviation; estab-
lishing and enforcing licensing and fitness criteria for people involved in the opera-
tion of aircraft, including especially pilots; and certifying, monitoring, and maintain-
ing the physical condition of each aircraft type and individual aircraft. In particular,
given the emphasis on airworthiness, the system can be characterized as aircraft
centric.

Legally speaking, the three elements operate as individual institutions. Operators are
authorised through declarations and certification, and they have their unique obliga-
tions relating to organizational safety management. The competency of pilots is reg-
ulated through a different set of regulations than the airworthiness of aircraft, so
the two things are evaluated separately and according to different criteria. Yet, the
elements are also connected and complementary to each other. Every operator, for
example, has an overarching duty to ensure the airworthiness of its aircraft and the
competency of its employees. 7> Additionally, the type certification of aircraft must
take into account factors like the average skill of pilots, 7 and each pilot bears the
responsibility for conducting a pre-flight check to finalize the airworthiness of the
aircraft before every take-off. 7

Similar to traditional aviation law, the specific category of drone operations views
aviation safety as a combination of elements. The difference is, however, that the
specific category attempts to encapsulate all elements into a single, joint process:
the risk assessment. This incorporates not only the approval of the operator itself,
but matters that are traditionally controlled separately. One of such matters is the
airworthiness of drones, as only drones passing a particular threshold will have to
hold a traditional type certificate. The assessment therefore involves evaluating the
drone with regard to its manufacturing standards and manufacturer, technical fea-
tures, as well as maintenance procedures and oversight. Part of the process is also to
ensure the qualifications, knowledge, training, experience, and fitness of the crew.

Risk assessment, hence, does not merely refer to the activities conducted as part of
the safety management system of air operators. While the assessment borrows some
elements therefrom, its scope is broader and its purpose more fundamental than
that of traditional risk assessment. The assessment seeks to take into account every
aspect of safe aviation in one process that determines the conditions for each opera-
tion. However, SORA is simultaneously simpler than the methods used in manned
aviation, which sometimes utilize high-end solutions like probabilistic software mod-
elling. Rather than being a tool of self-analysis, SORA seeks to provide a symmetrical
way to provide similar operational conditions for similar drone operations across Eu-
rope. Therefore, the method pre-identifies the types and scale of risks an unmanned
aircraft may pose to its environment, and the extent of mitigations necessary to
bring such risks to a more acceptable level.

241
Huttunen: Safety and Security of Unmanned Aircraft Systems



AVIATION

It must be acknowledged, however, that risk assessment, at least in its current for-
mulation as the Specific Operations Risk Assessment, leaves certain issues unregulat-
ed. Such include, for example, the exact training syllabi for remote pilots and the
standards for the safe design of drones. This suggests that aviation safety in the spe-
cific category will not utterly depend on the assessment procedure, but also on sup-
plementary, non-binding industry standards. The difference with the traditional sys-
tem remains, though, that such standards will only work as sub-elements of the as-
sessment procedure, and that the competent authority can exercise plenty of discre-
tion as to what constitutes sufficient compliance with the relevant safety objective.

. Advantages and Shortcomings

What are the pros and cons of the approach taken in the specific category? On the
positive side, the category introduces a lot of flexibility into the regulation of un-
manned aircraft systems. It acknowledges the great variance in drone equipment and
practical applications, the lack of global standards for drone technology and pilot
competency, and the uncertainties and potential of unmanned aviation. An attempt
to create a “one size fits all” approach, especially in the case of aerial work, would
risk stifling the emerging industry. To take one simple case, aerial photography
above urban areas and aerial inspections above agricultural land require different
operational limitations, safeguards, and so forth. Some of the necessary flexibility is
already built into the tripartite main categorization (open, specific, and certified),
but the specific category establishes a framework for further case-specific considera-
tion. Overall, the category helps small to medium businesses to offer drone services
without spending years to grasp the whole scope of traditional air law.

On the negative side, such flexibility may of course increase risks caused by drones
to the general public. By establishing a risk assessment process that deals with many
questions at once, the specific category loses some of the refined structure and at-
tention to detail on which the safety of civil aviation has been built upon. Thus,
much attention has to be devoted to the thorough consideration of all operational
aspects during the assessment.

Another problem is that the case-specific approach creates a lot of pressure on com-
petent aviation authorities across Europe. While the SORA method provides a yard-
stick to assess the proportionate risk of each scenario, it still leaves the actual as-
sessments to be executed at the national level—or at the European level by cooper-
ating national authorities. Hence, much coordination is required between the author-
ities in order to create harmonized operational conditions in every EASA Member
State. After all, requirements should be the same for the same type of drone opera-
tions, regardless of which authority issues the operational authorization. A related
issue is establishing clear and harmonized boundaries between the specific and certi-
fied category, although SORA provides guidance in this regard, too.

Luckily, the system of air law already provides one solution to the given problem.
Qualified entities, as briefly mentioned above, can be charged with certain tasks
otherwise falling within the duties of authorities. Furthermore, the specific category
introduces a specialized solution to the issue of recurring assessments: standard sce-
narios. The STSs enable EASA and aviation authorities of member states to create
uniform models for particular operations, including provisions on operator, training,
airworthiness, and flight rules.
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For common operation types, at least, achieving symmetrical standards within Eu-
rope is thus possible. The STSs also ease the burden of both operators and authorities
by enabling conformity through declaration rather than authorization. One natural
caveat in the system is, though, that drafting STSs takes time.

The system of standard scenarios has not been without its critics. Most notably, the
European Cockpit Association (ECA)—the representative body of European air pilots—
has pointed out that an STS may make operating a drone too easy, emphasizing that
an STS can only work for its exact intended scenario. A scenario is a holistic package,
rather than a toolbox, so changing even one element of the package should always
trigger the operational authorization process. Furthermore, according to the Associa-
tion, operating on the basis of declaration should only be allowed after sufficient
experience with SORA and STSs has been gathered by relevant stakeholders. 8

It is easy to agree with ECA on the holistic nature of standard scenarios. To give a
basic example, there is a big difference in operating in class C airspace as opposed to
class G. Changing such a parameter drastically alters the risks and nature of the op-
eration, which SORA does recognize. The comment about having sufficient experi-
ence with SORA before accepting declarations should also be given serious considera-
tion, though what this means in practice is less easy to say. After all, declarations
are only envisioned as sufficient in cases where the risks have been considered so
thoroughly that repetitive assessments are not necessary; this is the purpose of STSs.
Since drone operations of various types have been practiced around Europe (and
elsewhere) for years, the industry has already accumulated plenty of experience of
the risks involved. SORA and STSs are simply a translation of the risks into a systema-
tized format. Regardless, since it is difficult at this stage to fully grasp the total vol-
ume of future drone operations, prudency must be practiced when choosing what
kind of STSs are first developed. While EASA appears to prioritize impactful and fea-
sible scenarios with real demand, the safety-oriented approach might be to begin
from scenarios with an inherently low risk. The experience gained this way would
help standardizing complex cases.

o Controversy over Risk Assessment

A particularly controversial aspect of the specific category, as hinted above, is the
SORA method of risk assessment. To an aviation professional, the method may seem
overly simple and permissive; in contrast, to a drone operator the procedure may
appear too complex and restrictive. The truth, according to JARUS, is somewhere
between these extreme viewpoints. As unmanned operations bring together a diverse
collection of stakeholders, striking a balance between their views is necessary.” The
procedure envisioned by JARUS indeed seeks to address the interests of both experts
and laymen. It derives many of its aspects from traditional models, but does not re-
quire special training to use.

Such an approach may, of course, risk establishing a false balance®® between views of
those with the appropriate knowledge and experience of aviation safety, and those
without. Civil aviation, particularly air transport, prides on its pristine safety record,
which disruptive drone technology®'-if not groomed to the peculiarities of the indus-
try- may endanger.
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People whose perspective is limited by their own experience as a drone pilot are not
always familiar with the odds and ends of aviation, which creates a rift between
them and legacy experts: a rift, which EASA, national bodies, and industry represent-
atives like UVS International have been trying to close through inclusive meetings
and the endorsement of informative websites and mobile apps.®

As it stands, though, the SORA method should not be read as promoting the economic
growth of the drone industry at the expense of aviation safety—or vice versa. The
method carefully considers both the ground and air risk of operations, and it does
not preclude the professionals, such as ANSP personnel, from being involved in the
assessment. Nor does the simplicity of the method per se suggest that important fac-
tors are left without proper attention.The results of the method in at least one study
seem “largely in agreement” with detailed high-fidelity risk modelling (HFRM)®.

The problem with the given comparison is, according to ECA, that SORA actually re-
lies too much on a quantitative approach and inadequately considers the complexity
of unmanned aviation. According to the Association, the traditional approach to col-
lision avoidance provides layered resilience, which cannot be substituted altogether
with statistical methods. To achieve similar resilience, ECA provides essentially two
suggestions. First, SORA should look at the intrinsic risk of mid-air collisions rather
than potential fatalities; second, in order to ensure expertise about the operational
volume, SORA should consult an independent and competent group of experts in cer-
tain operations. This would result in SORA competency centres, which could be qual-
ified entities. The centres would be used to store and share data on operations and
incidents, enhancing harmonization and safety.5*

There is some truth to ECA’s critique that SORA might fail to assess the ARC with suf-
ficient rigor, since the method itself does not contain a procedure to thoroughly as-
sess the operational volume. However, as discussed above, any risk mapping con-
ducted by the appropriate parties supersedes the initial ARC which would result from
the SORA flowchart. Regardless, SORA emphasizes that the initial assessment of the
ARC is more of an assumption that must be validated by the ANSP in order to deter-
mine the actual collision risk. Finally, even the initial ARC does not simply focus on
potential fatalities but rather the characteristics of the airspace (class, altitude,
overflown area), which provide an estimated rate of encountering a manned air-
craft.® Therefore, concerns over resilience appear to be somewhat exaggerated.

Meanwhile, the consultation of competent third parties is something not excluded by
the SORA process; as noted above (and in SORA itself), many issues not fully tackled
by the method will still require cooperation of all stakeholders at the national and
European level. When considering the establishment of centres with the ability to
affect the exercise of public authority, other complications like equal representation
and lobbying may come into play. Given the increasing importance of drones, it is
also worthwhile to assess whether establishing centres for solely drone related issues
makes sense. Drones, for now as disruptive technology, should remain under special
scrutiny, but with the goal of achieving an airspace where they are integrated rather
than treated as an anomaly.
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